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Chapter 1: About This Document

1.1 What This Document Discusses
The Envestnet | Yodlee® My Yodlee User Guide provides detailed instructions on how to
perform day-to-day operational tasks associated with the Envestnet | Yodlee My Yodlee
application and managing the workflows performed by customers. Using the My Yodlee
application, users can file service requests, review customer details, review analytical
reports, etc. My Yodlee is a web-based application for reporting, prioritizing, escalating,
and resolving service requests raised by customers who use other My Yodlee solutions.
The My Yodlee application is used by a customer’s support team to raise service requests.
The My Yodlee application is used by the Envestnet | Yodlee Client Services team
(hereafter refered to as Yodlee Client Services team or Client Services team) to perform
advanced operations like updating service requests, accessing Yodlee Financial Wellness
Solution utilities, and using other tools to debug issues and perform administrative tasks
when the service request is escalated by a customer’s support team to Yodlee.

1.2 Who Should Read This Document

Audience Description Of Interest?

Sponsor The sponsor is the person who controls the Yes. The document includes detailed
purse strings and gives final approval to instructions for performing day-to-day
purchase the Yodlee product. The executive operational tasks associated with the
may also be the person who will manage the My Yodlee application.
product at a high-level.

Product The product manager is the person in closest Yes. The document explains how the

Functional contact with the Yodlee account manager application can be used when it is up

Lead (TAM). This person is typically responsible for and running.
approving the features/functions delivered to
your consumers.

Technical The technical lead is the person who will Not really. It presents information

Lead implement the Yodlee application and is the that's nice to know but isn't technical.
primary point of contact with the Yodlee
technical team. The technical lead will be
involved in the behind-the-scenes integration
work between the customer and Yodlee.

Support Support people keep consumers happy and Yes. The support team must have the
work most closely with the Yodlee Client detailed instruction for performing
Services team to resolve issues and file bugs on | day-to-day operational tasks
their behalf. associated with the My Yodlee

application.
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Other Documents of Interest

1.3 Other Documents of Interest

For more information about My Yodleeg, refer to the following documents:

e Envestnet | Yodlee CustomerCare FAQ — The Yodlee CustomerCare FAQ provides
answers to questions that are frequently asked by customers and customer
support teams.

e Envestnet | Yodlee CustomerCare Alerts Guide — The Yodlee CustomerCare Alerts
Guide provides information regarding Yodlee alerts. It contains an overview of the
Yodlee Alert Engine and provides detailed list of alerts associated with Yodlee
CustomerCare.

e Envestnet | Yodlee CustomerCare Product Description — The Yodlee CustomerCare
Product Description provides a detailed description of the Yodlee CustomerCare
application. It includes information, descriptions, and details on each of the major
components in the Yodlee CustomerCare application.

e Envestnet | Yodlee CustomerCare Standard Reports — The Yodlee CustomerCare
Standard Reports Guide describes the standard reports available with Yodlee
CustomerCare. The information provided in the reports can be used by the Yodlee
customers for various purposes such as market planning, assessing customer
satisfaction, improving services, or conceptualizing new products/services.

e Envestnet | Yodlee SAML Implementation Guide — The Yodlee SAML Implementation
Guide describes how customers can configure and implement a SAML SSO
solution with Yodlee applications.

1.4 After Reading This Document

Envestnet | Yodlee® welcomes your comments and suggestions on the quality and
usefulness of this document. Please feel free to share your input with the documentation
team by sending an email to TechPub@yodlee.com.

Chapter 1: About This Document
ENVESTNET

Yodlee

W

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential




Chapter 2: Getting Started

2.1

2.2

Introduction

My Yodlee enables customers using Yodlee products, including Envestnet | Yodlee
Financial Wellness Solutions, Envestnet | Yodlee Account Aggregation Service (hereafter
referred to as Aggregation), Envestnet | Yodlee Instant Account Verification (hereafter
referred to as Verification), and/or Envestnet | Yodlee Account to Account Funds Transfer
to deliver multitier customer service. My Yodlee also provides various engagement and
analytical reports to enable support personnel, business leaders, and other users of the
application to make data driven decisions.

My Yodlee uses customer relationship management (CRM) processes to research and
resolve issues. Additionally, the application offers an on behalf of feature that enables
Yodlee Client Services (YCS)/Yodlee Service Representatives (YSR) and Customer Service
Representatives (CSR) to perform certain activities on behalf of the customer. Activities
that can be performed on behalf of the customer are given below:

Yodlee Financial Wellness Solutions
e Manage sites and accounts
e View categorization rules

Features and functionality available in My Yodlee are controlled through a role-based
permission system. Permissions are defined for a particular role and My Yodlee users are
assigned to a role.

Logging In
Every customer service representative (CSR) is assigned an appropriate User ID and

password that will be used to authenticate them as a legitimate Yodlee user.

Using the URL Supplied by Yodlee, a user can log in to My Yodlee by using a valid user ID
and password combination. This section provides information about logging in to My
Yodlee.

To log in to My Yodlee

1. Open a new browser window and navigate to the My Yodlee URL.

The My Yodlee URL is provided to your organization as part of the registration
process. The Login page is displayed on successful navigation to the My Yodlee URL.

|\
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In-Product Guidance

£ Yodiee

Fig. 2-1: The login page

2. Enter the ID and Password in the relevant fields.

The Administrator for My Yodlee within your organization will provide the ID and
temporary password to log in to My Yodlee. After logging in for the first time, the user
will be prompted to change the temporary password. If the user forgets the password,
the administrator can reset the password and provide a new temporary password.

3. Click Log in.
The Dashboard is displayed.

NOTE: While My Yodlee is supported across many browser versions, using an old
browser version may result in a degraded experience that includes seeing the
original Yodlee CustomerCare login page. Additionally, My Yodlee may not be
supported on some legacy browser versions due to security concerns or other
issues. If a user tries to access My Yodlee using a legacy browser version, the user
will experience the following:

e A screen will appear indicating the current browser version is a legacy version

e The experience may be degraded but can continue to log in

e A message saying the browser needs to be updated in order to access My
Yodlee.

2.3 In-Product Guidance

After the first successful log in attempt, the In-Product Guidance carousel will appear.
This carousel provides the guidance on where to find the features and the functionality in
the My Yodlee experience. The In-Product Guidance carousel can be replayed at any
point in time using the Replay Features option in the menu.
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In-Product Guidance
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Fig. 2-2: Replay features on the Menu

The following are notifications that will be shown as part of the In-Product Guidance
carousel.

2.3.1 Welcome Notification
For first time users, the Welcome notification is displayed.

Welcome to My Yodlee.

A new experience designed to help you respond to customer tickets faster.

Fig. 2-3: Welcome notification

L
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In-Product Guidance

2.3.2 Dashboard Notification

The Dashboard provides condensed views of different pages found throughout the My
Yodlee application. Each user can customize their Dashboard to best suit their needs and
workflows.

For more information about the Dashboard page, see Introduction on page 3-1

Meet your new home page, a customizable
dashboard.
Mandge daily tasks and workflows more efficiently with easy-to-use tiles.

Previous Next

Fig. 2-4: Dashboard notification

2.3.3 Service Requests Notification

The Service Requests notification represents one of the key pages found in My Yodlee.
This is where a user can create and manage service requests, including leveraging the
automated analysis tool.

For more information about the Service Request page, see Service Request on page 4-1
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In-Product Guidance

X

Find “case management” and more in the new
®ervice requests” page.

Explore the new automated support tool and enjoy improved search, filter and
sort options.

PrEVious m

Fig. 2-5: Service request notification

2.3.4 Customers Notification

The Customers notification provides information about end-customers and their related
accounts.

For more information about the Customers page, see Customers on page 4-22

Understand customers better with data on
the new “Customers” page.
Drive adoption and revenue with visibility to consumer engagement analytics.

Previous

Fig. 2-6: Customers notification

L
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In-Product Guidance

2.3.5 Sites Notification

The Sites page provides updated information about the sites used as part of the
Aggregation and/or Verification product offerings. This page contains alerts and
information about these sites, including various usage metrics specific to the
organization's customers.

For more information about the Sites page, see Sites on page 4-17

NOTE: The Service Insights Dashboard is accessible through the Classic menu option.
All other Site information is found on this page.

Access “Site information” using the new “Sites” page.

Monitor site health across institution sites and the Envestnet | Yodlee Platform more easily.

Fig. 2-7: Sites notification

2.3.6 Status Notification

The Status page allows the users to view what is happening on the Yodlee platform with
respect to Maintenances (planned and ongoing) and Incidents (ongoing). For more
information about the Status page, see Status on page 4-29
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Stay current with “Notifications” using the
new “Status” page.

Track incidents, progress, event resolution, and maintenance easily with a new
timeline view.

Previcus m

Fig. 2-8: Status notification

2.3.7 Classic Notification

The Classic option found in the left navigation menu provides access to additional
functionality previously available through the Yodlee CustomerCare tool. Clicking the
Classic menu option, a new tab will open with access to these pages. Access to features
and functionality in the Classic experience is based on permissions.

For more information about this functionality, see Introduction on page 5-1

% Access remaining functions on the “Classic”
page.

Find a few functions that have yet to be integrated into the new experience here.
Stay tuned for continuous improvements and new features in upcoming releases.

L

Previeus m

Fig. 2-9: Classic notification

2.4 Menu

The Menu contains links to the following pages:

L
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e Dashboard

e Support
e C(lassic
e Settings

e Questions
e Replay (In-Product Guidance)
e My Account

| >
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Fig. 2-10: Closed and Open Menu bar

2.5 Questions

Clicking Questions will open the Help page in a new browser window. This page contains
helpful resources related to My Yodlee that includes FAQ's, video tutorials, and the user
guide.

2.6 Signing Out
To sign out of My Yodlee, navigate to the My Account page and click Sign out.
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Chapter 3: Dashboard

3.1

3.2

3.3

Introduction

The Dashboard serves as the landing page (home page) for all users. The Dashboard
provides a condensed view of information found on the Service Requests page and the
Customers page.

First-Time User Experience

For the first time users, the In-Product Guidance provides information about features of
My Yodlee application as notifications. For more information about the notifications, see
In-Product Guidance on page 2-2.

Dashboard

Each user can customize the Dashboard by configuring each tile based on their
preferences. Tiles can also be rearranged on the Dashboard based on a user's preferred
layout.

NOTE: If the user’s organization is using the latest version of Envestnet | Yodlee FastLink
(hereafter referred to as FastLink), four additional Engagement reports will be
available for view on the Dashboard. For more information about the
Engagement reports, see Engagement Reports on page 3-4

For more information about the Dashboard, refer to the Dashboard video found on the
Help page.

Below is a sample layout of the Dashboard.

|\
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Dashboard

g £ Customize dashboard

o Service requests P B x Customers P @ x
Data current as of yesterday at 3:18pm Data t as of yesterday at 3:18pm
Q
2, - 200k
[3) 7 90 e
50 D0k
& i
) - .
N ”/\*r 1] May Juns Jul Aug Sept Oct
Open Pending Resolved Closed " a2 e : =P
Service request Subject Status Month #Clients Change from previous period
10180540 APlissues Open Oct 200,000 +5,000
10180536 Transactions - Missing  Pending Sept 195,000
10179260 Refreshissues Resolved Aug 182,000 +4,000
10178856 Networkissues Closed July 178,000
Login success funnel conversion ® $ & x User session length distribution ® $ & x
Last 30 days. Data current a esterday at 3:18pm Last 30 days. Data current as of yesterday at 3:18pm
100%
30
50K
40K
20
20K
25% 15K
10%
0
Launch FastLink Select inancial Enter ogin AgiTeiations 100
institutior edentials L
R
Q o
Conversion rate: 46% @B ALL USERS DROPOFF
MFA success by type ® P & x Captured search text ® P & x
Last acurrent asof yesterday at 3:18pm Last 30 days. Data current as of yesterday at 3:18pm
003 5K
12K 20K 3K 15K 15K
i 11K S
18K
B 15K 2.5K
125K
y 5
Tokes urity Captcha Image None Bank 1 Bank 4 Bank 5 Bank 6
>

Fig. 3-1: Full view of the Dashboard page
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Tiles and Reports on the Dashboard Page

3.4 Tiles and Reports on the Dashboard Page

The Dashboard page contains the following tiles and reports:

3.4.1 Service Request Tile

The Service Request tile provides a detailed view of service requests that match the
configuration criteria applied to the tile.

NOTE: A time stamp indicating when the data was last refreshed is displayed under the
name of each tile.

Service requests == $ &3 x
Data current as of yesterday at 3:18pm

100

75 50

50

25 40
30
[e]
Open Pending Resolved Closed
rvi 1est Subject Status
10180540 APl issues Open
10180536 Transactions - Missing Pending
10179260 Refreshissues Resolved
10178856 Network issues Closed

Fig. 3-2: The Service Request Tile

3.4.2 Customers Tile

The Customers tile displays the change in active customers from period to period. This
tile provides insight into active customer growth trends over time.

ENVESTNET

Yodlee
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Tiles and Reports on the Dashboard Page

Customers == P 8 X

rrent as of yesterd

# Clients Change from previous period

Oct 200,000
Sept 195,000
Aug 182,000
July 178,000

Fig. 3-3: The Customers Tile

3.4.3 Engagement Reports

Engagement reports are available to customers who are enabled for the latest version of
FastLink. For more information, refer to the Help page - Customer engagement reports
video.

3.4.3.1 Login Success Funnel Conversion Report

The Login Success funnel conversion report displays the number of customers who
perform a series of events throughout the account addition process. Each step measures
the number of customers who launch FastLink, reach the login page, enter their
credentials, and successfully login. This provides insight as to how and why customers are
dropping off through the authentication process.

Chapter 3: Dashboard
ENVESTNET

Yodlee

W

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential



https://solutions.yodlee.com/YCC-Acknowledgement-Page#text13
https://solutions.yodlee.com/YCC-Acknowledgement-Page#text13

Tiles and Reports on the Dashboard Page

Login success funnel conversion ® P & x
Last 30 days. Data current as of yesterday at 3:18pm

100%

50K
40K
50%
20K
25% 15K
o]
Launch FastLink Select fi Enter login Aggregation success
in 1 credentials

Conversion rate: 46% @D ALL USERS DROPOFF

Fig. 3-4: The Login success funnel conversion report

3.4.3.2 Captured Search Text Report

The Captured search text event segmentation report shows the top six financial
institutions that customers are searching for by typing into the search bar. This provides
insight into which institutions customers are searching for and where else they have
financial accounts. If there is a financial institution that is searched frequently, customer
may want to consider adding it as a button on the popular sites selection page for a
better user experience.

Captured search text ® P & x

Last 30d

Fig. 3-5: Captured Search Text Report

|\
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Tiles and Reports on the Dashboard Page

3.4.3.3 MFA Success by Type Report

The MFA success by type report displays the success rate of each multifactor
authentication (MFA) method. This is a common point where customers get struck
through the account addition flow. For each MFA there are two bars, the first bar shows
the number of customers those were shown the MFA and the second bar is the number of
customers those entered the MFA successfully. This data gives insight into which security
type is most effective and easiest for the customers to authenticate.

MFA success by type ® 4 & X

Last 30 days. Data current as of yesterday at 3:18pm

12K 20K 3K
11K 18K
15K
aptcha Image

Token Security
Question

100%

Q

Fig. 3-6: MFA Success by Type Report

3.4.3.4 User Session Length Distribution Report

The User session length distribution report shows the distribution of user session
lengths in a histogram. Session length is the amount of time a user spends in the FastLink
application in a single session. This is a good way to measure engagement.

Chapter 3: Dashboard
ENVESTNET

Yodlee

W

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential




Core Functionalities and Features of the Dashboard

User session Iengtl@\distribution ® P & x
Last 30 days. Data current as of yesterday at 3:18pm
80% 15K
13K
20%
10K
10%
4K SK
3K

= 500
o [ [ [ e B

~ N o S S & o <

SR e S N A

K ' W 4S o o s

Fig. 3-7: User Session Length Distribution Report

3.5 Core Functionalities and Features of the Dashboard

Some of the basic functionalities available on Dashboard are:

3.

Customize Dashboard (Customizing the Dashboard on page 3-7)

Viewing a Tile (Viewing Additional Tile Information on page 3-10)

Configuring a Tile (Configuring Tile Settings on page 3-11)

Moving Tiles (Moving a Tile on page 3-15)

Deleting a Tile (Deleting a Tile on page 3-15)

Downloading Engagement Reports (Downloading Tile Information on page 3-16)

Link to a page (Viewing Tile Details on page 3-16)

Service Request ID Link (Dashboard Service Request ID Link on page 3-16)

5.1 Customizing the Dashboard

Clicking Customize Dashboard opens the configuration menu. An example of the menu
is shown below:

ENVESTNET

Yodlee
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Core Functionalities and Features of the Dashboard

-4
2

T T ——

ADD

AlISR's - Last 45 Days == @ x Open - Last 30 Days == b @ x Open-Last5Days ==

MANAGE
o s
s = oo
1 = e
@ 4 ' There arenocurf = %% o
2 2 o matching the crit = Oper O
2 - broaden your crit a
o o o
, N ! request.
ope Pendin Resonve View Report Closea en ing o0
Service request Subject Status Service request Subject Status ©
: oo
10200964 Service request creat... Resolved 10206300 FastLink - Launch Err... Open
I
10200720 Service request creat... Resolved -
D Revert todefault Customize
10206300 FastLink - Launch Err Open
10200732 Service request creat... Pending

Fig. 3-8: The Customize Dashboard menu

The Customize Dashboard menu is where tiles can be added, duplicated, rearranged, or
deleted.

The Customize Dashboard displays the following tiles and reports to add on the
Dashboard page:

o Tiles
e Service Requests
e Customers
e Engagement Reports
e Login Success Funnel Conversion
e Captured Search Text
e MFA Success by Type

e User Session Length Distribution
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Core Functionalities and Features of the Dashboard

{5} Customize dashboard

© Service requests

ADD

@ Customers

© Login success funnel conversion
@ User session length distribution
© MFA success by type

© Captured search text

MANAGE
'to = Service requests Log
= Customers 5 I}

= Login success funnel convers... [@ [T

Captured search text D g

MFA success by type 0o

User session length distribut... @

“) Revert todefault

Fig. 3-9: Customize Dashboard menu

3.5.1.1 Adding a Tile to the Dashboard

Clicking a tile under the Add section in the Customize Dashboard configuration menu
starts the process of adding a new tile to the Dashboard. Once a new tile is selected, the
tile's configuration menu will be displayed, allowing the configuration of the newly
created tile. Clicking Apply Settings on the tile configuration menu will add this tile to
the Dashboard and the new tile will be brought into focus.

NOTE: Engagement reports are not available for configuration. These tiles will
automatically be added to the Dashboard (no configuration menu presented).

3.5.1.2 Deleting a Tile from the Dashboard

Clicking the Delete I icon will present a confirmation message before removing the tile

from the Dashboard. Select Delete to remove the tile from the Dashboard or select
Cancel to return to the Customize Dashboard menu.

NOTE: Tiles can also be deleted directly from the Dashboard by clicking on the X icon
available on each tile.

|\

Chapter 3: Dashboard

ENVESTNET

Yodlee

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential
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£} Customize dashboard

© Service requests

ADD

© Customers

© Login success funnel conversion
© Captured search text

© MFAsuccess by type

@ User session length distribution

MANAGE

‘to = Service requests (iR}
. = Customers Do
? = Login success funnel convers... [@ [J
, = Captured search text Do

= MFA success by type 0o

User session length distribut... [@ [

“) Revert to default

Fig. 3-10: Delete icon
3.5.1.3 Duplicating a Tile

Clicking the Duplicate [ icon, the user can replicate an existing tile on the Dashboard.
After clicking the Duplicate icon, the tile configuration menu with the existing tile's
settings will be displayed, allowing for quick editing and creation of a series of tiles.

3.5.1.4 Reverting to Default

By clicking Revert to Default, the Dashboard will return to default configuration settings.

3.5.1.5 Saving the Dashboard Layout and Settings

Clicking the Customize button saves the current layout and settings applied to the
Dashboard.

3.5.2 Viewing Additional Tile Information

Hovering over the Information @ icon presents additional information about a
particular tile.

NOTE: This feature is not available for all tiles.
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User Session Length Distribution ® ¢ X

This report shows the distribution of user
5es5/0n |engths in a histogram. Session length
is the amount of time a user spends inthe
FastLink application in a single session. This a
good way to measure engagement,

Fig. 3-11: Information icon displaying the tile information

3.5.3 Configuring Tile Settings

Clicking the Settings & icon opens the configuration menu to change the settings for
the selected tile.

3.5.3.1 Configuring the Service Request Tile Settings

Settings on the Service Request tile can be customized based on the following criteria:
e Status

e Submitted or Modified Date

e Assignee Status

Additional data points can be displayed, including subject and priority, in the tile. Sorting
capabilities and the option to relabel the tile offers the flexibility to see service requests
meeting the defined criteria on the Dashboard.

To configure the Service Request tile settings

1. Click the Settings £ icon on the Service Request tile.

The Service Request Settings configuration menu is displayed.

|\
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Rename tile
Columns and contant

Service requests

19738 + Service regquest #
Subfect
Status

Q Submitted

Ellast 30 days Open
Modified
Pending

Resolved

Closed

Last updated
Chart & rows 4 rows

Submitted

Priority

Sortorder
O Newest

Last Updated Oldast

Apply settings

Fig. 3-12: The Service Request configuration menu

Table 3-1: Fields displayed on Service Request configuration menu

Field Description
Rename tile Change the name of the tile.
Submitted/Modified Select submitted or Modified. Select the number of days.
Assignee Select from the drop-down list. The available options are:
« Al

» Assigned to me
* Created by me

Chart and Row selection Select the options from the drop-down. The available options are:
* Chart and Row selection

* Chart only

* Rows only

Sort Order Select newest or oldest radio button to view the service request.

Sort the service request by selecting from the drop-down list. The available
options are:

» Service request #

» Subject

+ Status

» Last Updated

* Submitted

* Priority

Column and content Select the check boxes to display the service request as per the selection.
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Core Functionalities and Features of the Dashboard
2. Click Apply Settings.

The Service Request tile is displayed with the configured settings.

3.5.3.2 Configuring the Customers Tile Settings

Settings on the Customers tile can be customized based on the following criteria:
e Time Period

e Held or Held-Away Accounts

e "X" Day active users

The change in Customers from period to period can be represented numerically or in
percentage terms. Sorting capabilities and the option to relabel the tile offers the
flexibility to see different customer growth trends on the Dashboard.

To configure the Customer Tile Settings

1. Click the Settings £ icon on the Customers tile.

The Customers Settings configuration menu is displayed.

Rename tile

Customers

Last Months

Chart &rows

90 day active users

Table sort order Change from previous period

O Newest

Oldest

Fig. 3-13: The Customers configuration menu
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Table 3-2: Fields displayed on Customer configuration menu

Field Description
Rename tile Change the name of the tile.
Date selection box Select years, months, or quarter.
Held and held-away The available options are:
data « All

« Withheld accounts
* Withheld away accounts

Chart and Row selection | The available options are:

+ Chart and Row selection
» Chart only

* Rows only

Active users selection Select 90 day active users or 30 day active users.
Table sort order Select newest or oldest.

Change from previous Select % or #.

period

2. Click Apply Settings.

The Customers tile is displayed with the configured settings.
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Customers ==

Data current as of yesterday at 3:18pm

$ B X

200k
150k

April May June July

Month # Clients
Oct 200,000
Sept 195,000
Aug 182,000
July 178,000

Fig. 3-14: The Customers tile

3.5.4 Moving a Tile

Aug Sept Oct
Change from previous period
+5,000
+13,000
000
+6,000

Tiles can be rearranged on the Dashboard by clicking on the Move “ icon to drag and

drop the tile in a new location.

NOTE: Tiles can also be rearranged on the Customize Dashboard menu. For more

information, refer to Saving the

Dashboard Layout and Settings on page 3-10.

3.5.5 Deleting a Tile

Tiles can be deleted by clicking the Delete * icon.

The user can also delete a tile by using Customize Dashboard, for more information, see
Deleting a Tile from the Dashboard on page 3-9

Service requests &
Are you sure you

delete this tile?

want to

£

Fig. 3-15: Delete confirmation dialog box
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3.5.6 Downloading Tile Information

The download functionality is only available for Engagement reports.

Clicking the Download &4 jcon downloads all four Engagement reports into a single PDF.

3.5.7 Viewing Tile Details

The customer can click the Full Page == icon to navigate to the full page view from the
tile.

NOTE: This functionality is not available on all tiles. The Full Page icon is not displayed
on tiles where there is no full page view. For example, Engagement reports do
not have a full page view.

To navigate to full page view

1. Click the Full Page == icon on the Service Request tile.
The Service Request page is displayed.

= = Grid
-
Q Search by service request # @ Advancedsearch Al v Displaying up to 1,000 open service requests for last 90 days. @
G
Service request Subject Status Lastupdated o Submitted
2
10218452 Service request created for analysis. View Report Aug05 at 6:48 PM Aug05 at 6:48 PM
5 10214252 Balance on the account is wrong Pending Jul 27 3t 7:37 AM Il 27 3t 7:22 AM
. 10209668 API Related - API Service/Failure/Latency Open Jul 27 at 6:26 AM Jul 15 at 2:35 PM
>4
10201468 Bank of america - 402 error Open Jul 24 at 6:56 AM Jun 24 at 4:07 AM
10212668 View Report + Jul 23 at 3:34 PM Jul 23 at 3:34 PM
10212880 View Report +/ Jul 23 3t 3:34 PM Jul 23 at 3:34 PM
10212856 View Report +/ Jul 23 at 10:20 AM Jul 23 at 10:20 AM
10212316 View Report +/ Jul 21 3t 9:30 AM Jul 21 at 9:30 AM
10212112 View Report Jul 21 at 9:30 AM Jul 21 at 9:30 AM
10210452 View Report +/ Jul 17 at 8:40 AM Jul 17 at 8:40 AM
10210256 View Report Jul 17 at 8:40 AM Jul 17 at 8:40 AM
10210252 View Report +/ Jul 17 at 8:40 AM Jul 17 at 8:40 AM
10209864 View Report +/ Jul 16 at 1:57 PM Jul 16 at 1:57 PM
D 10209860 View Report +/ Jul 16 3t 1:57 PM Jul 16 at 1:57 PM
? 10209680 View Report +/ Jul 16 at 1:57 PM Jul 16 at 1:57 PM
10209676 View Report +/ Jul 16 at 1:57 PM Jul 16 at 1:57 PM
2
10209856 View Report Jul 16 at 1:54 PM Jul 16 at 1:54 PM
>

Fig. 3-16: Sample of Service Request full page view

3.5.8 Dashboard Service Request ID Link

Clicking the Service Request ID on a Service Request tile navigates to the Service
Requests page and automatically opens that specific service request.
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Service requests

Data current as of yesterday at

100
75
50
25
30
0
Open Pending Resolved
es Subject Status
10180540 APl issues Open
10180536 Transactions - Missing Pending
10179260 Refresh issues Resolved
10178856 Network issues Closed

Fig. 3-17: Service request ID link

B Hod  ©vewowws x
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‘ 10209668 Open Close
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|
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‘ q Requesting Yodies tolnvestigata ths
i

; i L 7
|

£ Admin100028121 [ Edit
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‘
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| >

Fig. 3-18: Details of an SR
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Core Functionalities and Features of the Dashboard

On the SR details page, customer can view the details of SR and edit few fields as per the
requirements. .

Table 3-3: Field displayed on the SR details page

Field Description
Service Request Displays the unique ID of the SR.
Product Displays the name of the product
Issue Displays the type of issue
Category Displays the type of category
Subject Displays the subject of the SR. The subject can be changed at any time
before the service request is closed.
Description Displays the description.
Case Owner Displays the assignee of the service request. The assignee can be

changed at any point in time while the service request is open.

Priority Displays the priority of the service request.

Send updates to Displays the name of other users who have been copied for updates on
the service request. Clicking +Add allows the user to add recipients to
the service request.

Open times Displays how long the service request has been open.
Open/Pending/Resolved/ Displays the current status of the service request.

Closed

Upload attachment Opens the attachment dialog box where users can add files to the

worklog for a service request.

Send to Yodlee Worklog entries can be shared internally or with the Yodlee Client

Services team.

» Send to Yodlee - Notes sent to Yodlee are visible to both members
of the user's organization and Yodlee. Use the Send to Yodlee option
to share notes with the Yodlee Client Services team.

» Send internal note - Internal notes are visible only to members of
the user's organization.

Support groups Support Groups allows specific groups to be assigned to service
requests. There are no restrictions on the number of groups that can be
created and users can be assigned to multiple groups. The creation of
Support Groups is a feature controlled by Permissions. Users assigned to
a Role that has the Support Groups permission enabled can create
Support Groups. Users assigned to a Role without this Permission
enabled will not see this button displayed on the Service Requests

page.

Create Customer can create an SR by clicking + Create. For more information
about creating an SR, see Creating a Service Request on page 4-8
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Chapter 4: Support

4.1 Introduction
The pages grouped under the Support section of the menu help users create and
manage service requests as well as find and act on information related to customers, sites,
and the status of the My Yodlee application.
The following pages are found under the menu’s Support section:
e Service requests
e Customers
e Sites
e Status
EAR R
Fig. 4-1: Support menu
4.2 Service Request

The Service Request page is laid out in a grid view that allows easy and efficient
searching, sorting, and filtering to manage service requests. Service requests can be filed
by any user, including the the Yodlee Client Services team YCS on behalf of another user.
Access to the Service Request page is controlled via Permissions (for more information
about the Permissions, see Permissions on page 6-1 and can be enabled or disabled
based on a particular role. The Service Request page contains an automated analysis tool
available through the Create Service Request workflow. For more information about the
Permissions, see Automated Analysis on page 4-10)
On the Service Requests page, up to 1000 service requests updated in the last 90 days
can be viewed, provided the service requests have not been closed. To view closed service
requests or non-closed service requests which exceed the 1000 limit, please use the
search bar or Advanced Search functionality. For more information about the advanced
search functionality, see Searching by Service Request ID on page 4-5. Service requests that
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Service Request

are processed through the automated analysis tool will display the View Report status.
These reports are available for review directly on the Service Requests page.

4.2.1 Service Request ID Link

Clicking a Service request ID will display the full details and worklog entries for a service
request. The full details will be displayed in a new tab on the Service Request page.
Multiple tabs can be opened simultaneously and these tabs will remain open on the
Service Request page in-session until they are closed.

-
-
 Displaying upto 1,000 open service requests for last 90 days. @ [ Export
o}
Sen t status Y Lastupdated Y Subm ted 2 @
10218452 ViewReport v/ Aug0Sat6:48PM Aug0Sat6:48PM P3
2] 10214252 Pending 1ul 273 7:37 AM 1ul 273t 7:22 AM P3
10209668 stency Open 101273t 6:26 AM Jul153t2:35PM P3
@
10201468 Open 101243t 6:56 AM Jun24 3t 407 AM P
10212668 ViewReport v 11233t 3:34 PM 11233 3:34PM P3
10212880 ViewReport v 1ul233t3:34PM 1ul233t3:34PM ]
10212856 ViewReport v/ Jul 233t 10:20AM Jul 233 10:20AM ]
10212316 ViewReport v Jul 21t 9:30 AM Jul 213t 9:30 AM P3
10212112 ViewReport v/ 0121t 9:30 AM Juil 213t 9:30 AM P3
10210452 ViewReport v/ 11173t 8:40AM 1ul 173 8:40 AM P3
10210256 ViewReport v/ 11173t 8:40AM Jul173t8:40AM P3
10210252 ViewReport v/ 11173t 8:40AM 141173t 8:40AM P3
10209864 ViewReport v/ Jul163t 1:57PM Jul 163t 1:57PM P3
> 10209860 ViewReport v/ Jul 163t 1:57PM Jul 163t 1:57 PM P3
? 10209680 ViewReport v/ Jul 163t 1:57PM 1l 163t 1:57 PM P3
10209676 ViewReport v Jul 163t 1:57PM 1ul 163t 1:57 PM P3
10209856 ViewReport v/ Jul 163t 1:54PM Jul 163t 1:54PM P3
>

Fig. 4-2: Service request link

NOTE: Full details for a service request can also be opened directly from the Service
Request tile on the Dashboard. For more information, see Dashboard Service
Request ID Link on page 3-16.
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s =2 Grid @ View 10234056 x”
@ Service request
10234056
E o SEUI0)

newbee
jseriD
16624404

o4
Subject

Issue with Customer Account

Descriptior

1am currently facing an issue with this account
Wellness / Aggregation
Accounts &Balances

Account Holder Name

Memitem D

18401752

Sendupdates to

+ Add

Fig. 4-3: Details of an SR

Service Request

Status: Open  Assignedto: Yodlee

Add comments

2
0/3500

B Uploadattachment  Iternalnote

o Subject has been changed from Accounts &Balances - Account Holder Name to Issue with Customer Account by vrao Dec 16,2020 at 1:56 AM
o vrao changed status from Analyzing to Open Dec 16, 2020 at 1:56 AM
Open

On the SR details page, customer can view the details of SR and edit few fields as per the

requirements.

The full page view of the service request contains the following details: .

Table 4-1: Field displayed on the SR details page

Yodlee

|\

Field Description
Service Request Displays the unique ID of the service request.
Product Displays the name of the product
Issue Displays the type of issue
Category Displays the type of category
Subject Displays the subject of the SR. The subject can be changed at any time
before the service request is closed.
Description Displays the description.
Case Owner Displays the assignee of the service request. The assignee can be
changed at any point in time while the service request is open.
Priority Displays the priority of the service request.
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Table 4-1: Field displayed on the SR details page

Field

Description

Send updates to

Displays the name of other users who have been copied for updates on
the service request. Clicking +Add allows the user to add recipients to
the service request.

Open times Displays how long the service request has been open.

Status Displays the current status of the service request (Open/Pending/
Resolved/Closed).

Assigned to Displays to whom the service request is assigned at any point in time

[You (your organization) or Yodlee].

Upload attachment

Opens the attachment dialog box where users can add files to the
worklog for a service request.

Internal note

User can add private comments in the Internal note box that are only
visible to their respective organization by using the toggle option,

Send Back To Yodlee
or
Add comment

The options listed in the Send Back To Yodlee or Add Comment drop-
down menu will change dynamically based on the current status of the
service request. The available options are:

» Send Back to Yodlee - User can reassign the ticket to Yodlee.

* Mark as Resolved - When a reported issue is resolved, user can
change the status of a ticket to Resolved. Marking the ticket as
resolved will not close the SR and the user can track the ticket post
resolution. The auto-closure window set by the organization will
change resolved tickets to close once the window expires.

* Add comment - Selecting Add Comment will add the inputs to the
service request without changing the status.

» Close Service Request - Marking the SR as closed will close the
SR.

Support groups

Support groups allows specific groups to be assigned to service
requests. There are no restrictions on the number of groups that can be
created and users can be assigned to multiple groups. The creation of
Support Groups is a feature controlled by Permissions. Users assigned
to a Role that has the Support Groups permission enabled can create
Support Groups. Users assigned to a Role without this Permission
enabled will not see this button displayed on the Service Requests

page.

4.2.2 Viewing the Service Request Page

The Service Request page contains many sorting, searching, and filtering capabilities. All
service requests without any applied filters will be displayed by default.

The Grid tab provides easy navigation back to the Service Request page while viewing or
creating a service request.

To view the Service Request page

Using the left navigation menu, the user can do the following actions:
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o Expand the menu, click on Support and then click Service Requests
O Hover over the Support icon and click Service Requests.

1. On the My Yodlee page, click Support.
The Support menu is displayed.

N

Click Service Requests.
The Service Request page is displayed.

- 22 Grid 58% Support groups + Create
g
~ | Displaying upto 1,000 open service requests for last 90 days. @ [ Export
@
" pdated S Submitted Priority @
.
10218452 ViewReport v/ AugOSat6:48PM Aug0Sat6:48PM °3
o 10214252 Pending Jul 272t 7:37 AM Jul273t7:22AM 3
10209668 Open 11273t 6:26 AM Jul 153 2:35 PM °3
&
10201468 Open Jul 243t 6:56 AM Jun243t 407 AM Pl
10212668 View Report v 1u1233t3:34PM 11283t 3:34 PM P3
10212880 ViewReport v/ 101233t 3:34 PM Jul 233t 3:34PM P3
10212856 ViewReport v/ 11233t 10:20AM 11233t 10:20AM °3
10212316 ViewReport +/ Jul 21t 9:30AM Jul 212t 9:30 AM °3
10212112 ViewReport v/ Jul 21t 9:30 AM Jul212t9:30 AM °3
10210452 ViewReport v/ Jul17 3 8:40 AM Jul 173 8:40 AM °3
10210256 View Report v/ Jul 173t 8:40 AM Jul17 3 8:40 AM P3
10210252 ViewReport v/ Jul 173t 8:40 AM 11173t 8:40AM P3
10209864 ViewReport v/ Jul163t 1:57PM Jul163t 1:57PM P3
> 10209860 ViewReport v/ Jul 163t 1:57 PM Jul 163t 1:57 PM 3
? 10209680 ViewReport v/ Jul 163t 1:57 PM Jul 163t 1:57PM °3
10209676 Service r analysis ViewReport + Jul 163t 1:57 PM Jul 163 1:57PM °3
10209856 Service request created for analysis View Report v/ Jul163t 1:54PM Jul 163t 1:54PM P3
>

Fig. 4-4: The Service Requests page

4.2.2.1 Searching by Service Request ID

Customers can search for a particular Service request (SR) in three ways:
e By entering the Service Request ID in the Search by service request # field
e Using the Advanced Search functionality.
e Using the column level search, sorting, and filtering capabilities.
NOTE: When a user uses a specific search parameter, the most recently used search
parameter will remain sticky until it is changed in the following scenarios:
e Creating a service request
e Performing an Advanced Search

e Searching for a Customer

|\
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2
-
Q Searchbyservice request # @ Advancedsearch Al v Displayi 1000 openservi lzst90days. @ [ Export
o
Service request Subject Q _ status Last updated & Submitted Priority o
10218452 Service request arested ‘or analysis ViewReport v Aug03 2t 6:48 PV Aug053t5:48PM P3
2] 10212668 Servcerequest arested ‘or analysis port v Jul232t3:34PM Jul23a 334 PM P3
10212880 Servierequest crested for analysis ViewRepart v 101232t 3:34PM 1233 334 FM [

&

Fig. 4-5: Column level search

The Advanced Search functionality will return any and all service requests which meet
the search criteria. Click Advanced Search to open the Advanced Search window.

Username (GUID) Q Search by username (GUID)
Submitted on B  May12,2020 N August 10,2020
Fig. 4-6: The Advanced Search window
Table 4-2: Fields on Advanced Search window
Fields Description
Search by Select the search by options from the drop down. The available options are:
* Username (GUID)
* Email address
» Frist and last name
+ Content service ID
+ Site ID
Search Field to enter the desired Search by criteria.
Issue Select the issue from the drop down. The user can select more than one issue.
Category Select the category from the drop down. The user can select more than one
category.
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Table 4-2: Fields on Advanced Search window

Fields

Description

Status

Select the status from the drop down. The user can select more than one status. The
available options are:

+ Open

* Pending

* Resolved

+ Closed

* Analyzing

* View Report

Priority

Select the priority from the drop down. The user can select more than one priority.
The available options are:

- P1

- P2

+ P3

- P4

« P5

Case owner

Select the case owner’s name from drop down.

Reporter

Select the reporter’s name from the drop down.

Date Selection

The available options are:

» Submitted on

* Resolved on

* Closed on

+ Last updated on

Select from date and to date between which the SRs were created.

4.2.2.2 Search Indicator for Service Request

Whenever a search/filter is applied on a specific column, the user will see an indicator at
the top of the grid displaying the search/filter which has been applied. If multiple
searches/filters have been applied, the user will see indicators for all active searches/

filters.

A specific search/filter indicator can be cleared individually by clicking on the X next to
the specific search/filter. All search/filter indicators can be cleared simultaneously by
clicking Clear All option.
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Fig. 4-7: Search indicator showing the search/filters

4.2.3 Creating a Service Request

The customer can click +Create on the Service Request page to start the process of
creating a new service request.

282 Support groups

[2+ Export
Fig. 4-8: Button to create an SR

There are two workflows for creating a service request:

e Normal service request - The user can fill in the mandatory fields, provide a
description of the issue, change editable fields and submit the service request. For
more information, refer to Creating a Normal Service Request on page 4-8

e Automated Analysis - The user can fill in the mandatory fields and submit the
service request for automated analysis. request. For more details, refer to Automated
Analysis on page 4-10.

4.2.3.1 Creating a Normal Service Request

The automated analysis tool is only available for specific Product/Issue/Category
selections made during the service request creation workflow. If the automated analysis
tool is not available based on these selections, then the user can follow the standard
process for submitting a service request. The user will know this is a normal service
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request workflow because they will be presented with a description box, additional
editable fields, and the Submit button will be displayed.

The user can create a new service request by clicking +Create on the Service Request
page. This will initiate the service request creation workflow.

£ Grid + Craate SR * 388 Support groups

Product

Funds Transfer

g
N
9

Q_ FundsTransfer

@z “Category
Challenge Deposit Verification Other

*Sublect

FundsTrznsfer - Transfers

“Description View best practices to expedite the resolution  P3 [

Describethe issue..

[® Uploadattachment
Sendupdatesto: + Add
> Caseowner @ ShreyansAdmin [ Edit
Cancel ‘
>

Fig. 4-9: Service Request page displaying the Submit button

In the above page (Figure 4-9) clicking View best practices to expedite the resolution
displays a dialog box showing the list of best practices. Clicking Copy icon automatically
fills in the best practices checklist into the Description field of the Service request.

Please include:

- Detailed issue description

- Impact: single user or multiple users?
- If multiple users, provide oneor more impacted user or account identifiers like Provider Account 1D/ Site Account 1D,
Mermn Site Account 1D

Fig. 4-10: Best practice list dialog box

NOTE: If multiple products are enabled, the user can select a product from the drop-
down list. Once a product is selected, the Issue field is populated. After the Issue
field is populated, the user can categorize the issue based on the available
Category options. Search by and Search will be displayed after selecting the
Category.

|\

Chapter 4: Support
ENVESTNET

Yodlee

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential




Service Request

Table 4-3: Fields on the Normal Service Request page

Field Descriptions
Product Select the product from the drop-down list.
Issue The Issue list will be presented after selecting a Product. Select an issue from the

drop-down list or use the search option to search for an issue.

Category After choosing the Issue, the corresponding categories are displayed dynamically
based on the Issue choice made. Select the category from the list of options
displayed.

Subject The Subject field will be automatically populated based on the Issue selected. The

Subject field can be changed prior to submitting a service request.

Description The user can give his description to provide more details about the issue. In some
cases, a best practices checklist will be shown. If available, open the best practices
checklist to see the description details that will help expedite the resolution of the
service request. The list of best practices can be auto-filled into the Description
field by clicking Copy icon.

Priority Click the priority button to select the priority. The available priorities are:
- P1
. P2
- P3
- P4
- P5

Upload document This is an option to attach files to a service request. The user can upload up to five
attachments based on the acceptable file type and size.

Send Updates to Click Add to add additional users to be copied on email correspondence related to
the service request.

For more information, see Help page - Using the automated resolution engine
video.

Case Owner Click Edit to add case owners or replace the existing case owner.

On clicking Submit, the Service Request page is displayed where the SR will be listed on
the page with the status as Open.

4.2.3.2 Automated Analysis

Based on the Product/Issue/Category selections made during the creation process, a
service request may be available for automated analysis. The user will know the
automated analysis tool is available if the submit button shows Analyze. On clicking
Analyze, the service request will be sent to Yodlee for automated analysis. The automated
analysis tool provides responses to common service requests in 15 minutes or less. For
more information, see Analyzing a Service Request on page 4-12 and the Help page -
Using the automated resolution engine video.
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Service Request

To create a Service Request using the automated analysis tool

Follow the same steps outlined in section Creating a Normal Service Request on page 4-8
for creating a service request. If the service request is available for automated analysis, the
user can search for a customer, account, or site for the service request and will be
presented with the Analyze.

NOTE: If the automated analysis tool is available, the Analyze button (Figure 4-117) will
be displayed. If the service request is not available for automated analysis, the
Submit button (Figure 4-9) will be displayed.
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Fig. 4-11: Automated analysis tool-enabled SR submission page displaying Analyze button

Table 4-4: Fields on the automated analysis tool enabled SR submission page

Field Description
Product Select the product from the drop-down list.
Issue The Issue list will be presented after selecting a Product. Select an issue from

the drop-down list or use the search option to search for an issue.

Category After choosing the Issue, the corresponding categories are displayed
dynamically based on the Issue choice made. Select the category from the
list of options displayed.
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Service Request

Table 4-4: Fields on the automated analysis tool enabled SR submission page

Field Description
Search Search for a customer, account, or site against which to file a service request.
NOTE: Selecting multiple customers or accounts will create multiple service
requests.
Closed and Deleted Open/Active accounts are shown by default. To see Closed/Deleted accounts,
accounts expand the drop-down list. Service requests can be filed on closed or
deleted accounts.

Once the analysis has been triggered, the user is automatically redirected back to the
Service Request page. The automated analysis will continue to run in the background,
allowing the user to navigate to other areas of the My Yodlee application.

4.2.4 Analyzing a Service Request

Once the automated analysis has been triggered, the status of the service request will
show as Analyzing. Analyzing is a temporary status.

For more information about the automated analysis tool, see Automated Analysis on

=2 Grid 588 Support groug
Q Search by service request # @ Advancedsearch  All(16) v
10202876 ed for analysis Today at 3:45 PM Today at 3:45 PM
10202868 Service request created for analysis ViewReport v Today at 9:36 AM Today at 9:38 AM 3
10202864 Service request created for analysis View Report + Today at 9:37 AM Today at 9:37 AM P3
10202144 - AP| Service/Failure/Latency Open rday at 11:35 AM
10202140 Refresh failure Open Yesterday at 10:37 AN P
10202100 Service request created for analysis ViewReport v/ Yesterday at 7:53 AM

an— ] P PN

Fig. 4-12: Analysis link to analyze the service request

4.2.4.1 Escalating or Canceling an Automated Analysis

In most cases, the automated analysis response will be delivered in 15 minutes or less.
While the analysis is ongoing, the user can click Analyzing to view the analysis in
progress.

The user can cancel the analysis for any reason by clicking Close Service Request. This
will stop the analysis and close the service request.

The user can also bypass the analysis workflow and escalate a service request directly to a
the Yodlee Client Services team. Clicking Contact Yodlee Support Representative will
stop the analysis and initiate the manual service request creation workflow. For more
information, see Creating a Service Request on page 4-8.
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Service Request
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Fig. 4-13: Analysis is in progress page

To cancel an automated analysis or to escalate a service request

1. Click Contact Yodlee Support Representative.
The fields shown below are displayed.

% =2 Grid ) View10212856 % o View10212316 X s8¢ Supportgroups [N

-
in]
"
£

B pload

Sendupdatesta: 4 Add
Case owner & Admin100028121 [ Edit

4 2 Adnmin100026121

Fig. 4-14: Page to contact Yodlee Support Representative
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Service Request

Table 4-5: Field on the Contact Yodlee Support Representative page

Field Description

Subject The Subject field will be automatically populated based on the Issue selected.
The Subject field can be changed prior to submitting a service request.

Description Enter the description to provide more details about the issue. In some cases, a
best practices checklist will be shown. If available, open the best practices
checklist to see the description details that will help expedite the resolution of
the service request. The list of best practices can be autofilled into the
Description field by clicking the Copy icon.

Upload Attachment | This is an option to attach files to a service request. The user can upload up to
five attachments based on the acceptable file type and size.

Followers Users who are added as followers to a Service Request.

Case Owner Enter the case owner’s name or edit/add more case owner'’s hames.

2. Click Submit.

A confirmation will temporarily appear once a service request has been submitted
successfully. The message will contain the Service Request ID assigned to the newly
created service request and it will also appear on the Service Request page.

Service request created x
° #10106179

Service request created x
o #10106180

Service request created x
o #10106181

Fig. 4-15: Service request created success message

4.2.5 Viewing a Report

Once the automated analysis tool analyzes the service request, the status of the service
request will change to View Report.

The user can click View Report to view the findings of the analysis.
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Service Request
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Fig. 4-16: View Report link

The report will show an appropriate message based on the results of the analysis. There
are two basic types of reports that will be displayed to the user.

In the example below, the analysis indicates further investigation is required and the user
will be asked to provide additional details about the issue they are facing. For more
information, see Creating a Service Request on page 4-8.

D
We found a problem and we're working on it. Please provide
additional information.
Subject e
Link account issues
*Description P &

Describe the issue

[ Upload attachment
Followers: + Add

Case owner: BillyBob  [& Edit

Canee! m

Fig. 4-17: Automated analysis report requiring additional information

Table 4-6: Fields on the additional information page

Field Description

Subject The Subject field will be automatically populated based on the Issue selected.
The Subject field can be changed prior to submitting a service request.

Description The user can give his description to provide more details about the issue. In
some cases, a best practices checklist will be shown. If available, open the best
practices checklist to see the description details that will help expedite the
resolution of the service request. The list of best practices can be auto-filled
into the Description field by clicking Copy icon.
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Service Request

Table 4-6: Fields on the additional information page

Field Description

Upload attachment This is an option to attach files to a service request. The user can upload up to
five attachments based on the acceptable file type and size.

Upload documents that are acceptable file types and sizes as displayed to
support or give more information about the SR.

Followers Users who are added as followers to a Service Request.

Case Owner Click Edit to add case owners or replace the existing case owner..

The user may also be provided with a detailed report listing what was checked, what was
found, and the next best action to take for this service request.

More details about what was checked, what was found and up to the last five refreshes
(and status of these historical refreshes) for the account are available (collapsed by
default). More details may also include the Site URL.

We analyzed the account and it appears there is a problem. We may need your help to resolve this

=
=
10212668
«
E i issue.
Welness/ Aggregatio
L) w
L

>

e
Fig. 4-18: Automated analysis with problem result sample report

After viewing the report, the user can take one of three actions on this service request.

e Clicking Close service request will close this service request. The status of the service
request will change to Closed.

e C(licking Contact Yodlee Support Representative will initiate the manual service
request workflow to escalate a service request to Yodlee. For more information, see
Figure 4-19. The status of the service request will change to Open when the service
request is escalated to Yodlee.

e Close the tab and navigate to another page. The Service Request status will remain as
View Report and no action will be taken until the user follows steps 1 or 2 outlined
above.
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FERESIRoOr RO

We analyzed the account and it appears there is a problem. We may need your help to
resolve this issue.

“Subject

Test problem

“Description View best practicas to expaditathe resolution  P3 Dﬁ

- Detailed issue description
- Impact: single user or multiple users?

- If multiple users, provide oneor more impacted user or account identifiers ITke Provider AccountID / Site Account 1D, Mem Site Account ID y
7
21173500

Upload attachment

Send updatesto:  Himanth Kumar@yedleecom % INeelam@yodleecom x  + Add

Caseowner 2 Madhura Kulkarni [2 Edit

Fig. 4-19: Automated analysis sample report

D
We're sorry; we were unable to complete the analysis. Please provide additional information to

proceed.

Subject

Description View best practices to expedite the resolution  P3 [2

[ Upload attachment

Sendupdatesto: + Add

Caseowner @ Representative100194929 [’ Edit

Fig. 4-20: Automated analysis asking for additional information sample report

4.3 Sites

The Sites page provides users with details about sites used to support other product
offerings from Yodlee, including Aggregation and Verification. All site information,

including alerts and history, is available on the Sites page.

NOTE: The Service Insights page is still accessible via the Classic page.
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4.3.1 Viewing Sites Page

The Sites page lists the Site ID, Site name, Base URL, Login URL, MFA type, Supported
account types, and Country. These columns can be added, rearranged, or removed from
the page depending on the user’s preferences.

To view a Sites page

1. Using the left navigation menu, the user can
e Expand the menu, click Support and then click Sites.

e Hover over the Support icon and click Sites.

N

On the My Yodlee page, click Support.
The Support menu is displayed.

Click Sites.

The Sites page is displayed.

w

Q Search by site ID or name [ Export [ Request newsite support

=
=
@t

SiteID Site name Base URL Login URL MFAtype Supported account types Country ]
o o2 Charles Schwab :/fwwwisc...  hitps i TokenId Bank, Cards, Investments, Loan/M...  United States
o os Wells Fargo /o m/authy... Multi Level Bank, Cards, Investments, Loan/M...  United States
5 A
0 19686 HSBC hitp: /hs...  hitps: my/1/2/!ut/p/c5/04....  Tokenld Bank, Cards, Investments, Loan/M... Malaysia
& 0O 7634 Custom Bank http: yo...  https: i Bank, Cards, Bills, Investments, Lo...
E o 3677 First Citizens Bank https:/wwwifi..  https:/digitalbankingfirstcitizens.com/fcbtc... ~ Multi Level Bank, Cards, Investments, Loan/M...  United States
0O 3942 Alaska USA FCU http://wwwala... —http:/www.alaskausa.org/ Bank, Loan/ Mortgage United States
0O 16441 Dagsite http:/64.14.2...  http:/64.14.28.129/dag/index.do Bank, Cards, Bills, Investments, Lo...  United States
© 4987 Ozona National Bank https://wwwo...  https:/onli bank com/Login...  Multi Level Bank, Loan/ Mortgage United States
19488 HongLeong Bank Jwoehl...  https:/ /i flo... Security Question Bank, Cards, Investments, Loan/M... Malaysia

02 OCBC Bank 9 0. https:/inter banl —~lmage Bank, Cards, Investme) (Mo Singapore
—— — — e

1379 American Assn. of University Women Visa Car¢ https:/www.c...  https://chaseonline.chase.com/Logonaspx?L...  MultiLevel Cards United States

1383 Austin Peay Visa Card .. 1e.chy /e Multi Level Cards United States

1384 Ball State University Visa Card : . ht 1 Multi Level Cards United States

1386 Bloomberg Financial Visa Card ps: . ht 1 z Multi Level Cards United States

1387 Buffalo State College Visa Card hitps://wwwic... 1 z Multi Level Cards United States

1388 Cal State Hayward Visa Card hitps:/wwwc...  https:/chaseonline.chase.com/Logon.aspxL. Cards United States

1389 Cal State Northridge Visa Card http c 1c.chase. fauth Multi Level Cards United States

1390 Cal State Sacramento Visa Card http: G Z 1c.chase: Z Multi Level Cards United States

> 1391 Central Washington University VisaCard ~ https:/wwwc... 7 1ech /e Multi Level Cards United States

® 1394 Cornell Visa Card .. h /e Multi Level Cards United States

° 8266 United Heritage CU p/fwewuh...  hitps: . Security Question Cards United States
5 (2345 455 > 50/page  Goto

Fig. 4-21: Sample of Sites page
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Table 4-7: Fields on the Sites page

Fields Description
Search by Search by Site ID or name to find a specific site
Export Clicking Export will download CSV/Excel file with all the details on the Site

page. For easy sorting and filtering within a CSV/Excel file, the date format in the
exported CSV/Excel file has been enhanced to render as MM/DD/YY h:mm.

Request Support for a Unique ID associated with a site. For more information, see Requesting New Site
new site Support on page 4-22

Site ID Unique ID associated with a site. If the site has any alerts a Bell Icon is displayed
against the Site ID. For more information about the Bell icon, see Viewing Site
Alerts on page 4-19

Site Name Lists the site name. Clicking Site Name displays the underlying details for a site
including specific details for different account types. For more information, see
Viewing Site-Specific Information on page 4-21

Historical alert information for the past 30 days is displayed for each site. If there

is no active alert, the Information @ icon is displayed that provides historical
alert information.

Base URL Displays the base URL.
Login URL Displays the login URL.
MFA Type If applicable, the site's MFA type is displayed.

Support Account Types | Displays the types of accounts supported by the site.

Country Displays the country name.

4.3.2 Viewing Site Alerts
Sites with active alerts will appear first on the Sites page. Whenever there is an active alert
for a site, the Bell “* icon will appear next to the Site ID.

Clicking the Bell icon will display the active site alert(s) for the site. The alert may contain
the following details:

e Site Name

e SitelID
e URL

e Status

e Impact

e Estimated Resolution Time
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e Description

e Impacted Account types

e Last Updated
e Start Date

e Error Code

The user can also scroll down to see recent history for a site to understand how the site is

performing over time.

[l American Express Cards | 12
https://www.americanexpress.com/us/

In Progress: Site Temporarily Unavailable (SA001) % Oé 1920%07003"1
O Miles @ Bank @ Cards @ Stocks
Fig. 4-22: Site Alert dialog box
Table 4-8: Fields on the Site Alert dialog box
Fields Description

Site ID Displays the unique ID associated with a site.

Site Name Displays the name of the site

URL Login URL

Status Current status of the alert

Impact Impact based on customer volume

Estimated Resolution Time

Latest update provided by Yodlee on the timeline for resolving the current
issue

Description

Description of the issue

Impacted account types

All account types available for the site will be displayed. Impacted account
types will be identified by the red alert icon next to the account type.

Last Updated

When the alert was last updated by Yodlee

Published on When the alert was published by Yodlee.
Start Date When the Yodlee Client Services team started troubleshooting the alert.
Error code If available, the error code associated with the current issue.
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4.3.3 Viewing Site History

If there are no active site alerts for a site, the user may see an Information @ icon next
to the Site ID. The Information icon provides recent history about a site to understand
how it is performing over time.

If there is no recent history for a site, then no icon will appear next to the Site ID.

Clicking the Information icon displays the history of the site.

) Chase|643
https://www.chase.com/

In Progress: Site Temporarily Unavailable (SA0025) 1}‘* 06/ 2020 7023%\

r proactive monitoring, we have

© Bank © Credits @ Stocks ® Loan/morigage @ Rewards

CLOSED

@ Resolved: Site Temporarily Unavailable (5A00102) fidl g

oactive monitoring. we have observed/Informed that Chase e unavailable between 06/14/2020 and 06/16/2020We will keep you updated with the Progress. Site Display Name : Chase Site |d

@ Credits ® Bank @ Stocks @ Loan/mortgage @ Rewards

. RCA: Site was temporary unavailable.

Fig. 4-23: Site history page

4.3.4 Viewing Site-Specific Information

Clicking Site Name (Figure 4-22) displays additional details about the site and underlying
account types. Account type status and usage information is specific to an organization.
The following data points can be found on the Site-specific details page:

e Type of account
e SuminfoID
e Support status

e Auto refresh

e Quality
e Value
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Customers

e Customers

e Volume by # of accounts

o0l5
nwwellsfargo.com/

 Wells
WE S

‘ect securewellsfargo.com/authvlogin/presentZorigin=yodiee

Type of account Sum info ID Support status Autorefresh Quality Absolutevalue  Customers Volume by #accounts
Credits 962 On| Supported Enabled 117,569 231 100%

Bank 5 Off| Supported Disabled 0%

Loans 4594 ©On| Supported Enabled 0%

Mortgage 3797 On| Supported Disabled 0%

Investments 10862 Disabled 0%

0/ page
Fig. 4-24: Information of a site
Table 4-9: Fields on the Site-Specific details page
Field Description

Type of account Displays the account type

Sum info ID Displays the ID associated with that particular account type for a site

Support status Displays the current support status that includes:

+ On/Off

+ Supported - Account type is supported

» Supported Beta - Account type supported in beta

» Not Searchable - Account type is currently unavailable due to a
prolonged outage or issue

* Not available - Account type is not supported

Auto refresh Displays if auto-refresh is enabled or disabled for an account type.
Quality Grading for data quality. Only available for investment account types.
Value Value of the accounts for this account type. This is customer specific.
Customers Number of customers with this account type. This is customer specific.
Volume by # of accounts Volume by account type as a percentage of overall accounts for a specific

site. This is customer specific.

4.3.5 Requesting New Site Support

Click Request New Site support, found at the top of the Sites page, to request support
for a new site. The user will be redirected to the service request creation workflow. Follow
the steps for filing a service request to initiate a request to support a new site.

4.4 Customers
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Customers

The Customers page provides a single page where all of an organization's customers and
accounts can be viewed.

4.4.1 Viewing the Customer Page

The customer can click the Link == icon to have the full/detailed Customer page view.
To view full/detailed Customer page

Using the left navigation menu, the user can

e Expand the menu, click Support and then click Customers

e Hover over the Support icon and click Customers

1. On the My Yodlee page, click Support.
The Support menu is displayed.

N

Click Customers.
The Customers page is displayed.

- Q_ Username (GUID] 4ill @ % Name, address, & email will populate if provided to Yodee by your company and if enabled for you
>
ame (GUID) st Account crested ast accesses Updatedon city @
o
VU-346228677-1152 Active v Apr 19,2012 3t 2:41PM Jul 12t 1223AM Jul 125t 1223AM
E 04bfd240e58041093cd19393acl2082 Active v Mar 033t 6:10PM Jul10at8:35PM 20110t835PM
5 VU-1661242220-363 Active v Aug 292011 at 1:42PM Jul 108t 7:40PM 102t7:40PM
961423074c9 144768560 9ec0b26253a2 Active v Oct 30.2013 3t 12:51 PM Jul093t 11:34PM
&

Jul093t 11:34PM

‘ 06510c2c853343c49960a5€34bB7e48a Active v Mar 14,2018

10b10015febd4a95ad0aecdeed2eelc Active v Mar 09,2018 3t 3:31PM Jul09:3t 11:34PM Jul09 3t 11:34PM
057be2414431443c81a1b76c5214d0b1 Active v Feb 12,2018 3t 523PM Jul093t 1134 PM
324505708244409a70F5fab35be235 Active v Jan25, 2018 at 211PM Jul09:3t 1134 PM
403693(8b6e740c48bbB94dB41ddb15c Active v Jan 25,2018 at 1:40PM Jul093t11:34PM

53008142ch51474baf395dcff5a70630 Active v Jan24, Jul093t11:34PM
4591731c2c004d18a5 11e34706045782 Active v Jan 24,2018 at 1:40PM Jul093t11:34PM
75addde676a7448e9c603b5b797b6db9 Active v Jan24,2018 3t 7:01PM Jul093t 11:34PM
28a53b7b7091441ea0d25c00437 10326, Active v Jan23,2018 2t 2:13PM 1ul093¢ 11:34 PM
bcB58BA041094deB39b481569cad624 Active v Jan16,2018 at 11:53PM Jul09at11:33PM
> 2210066b1d6c4574b67e4dcA0407b35d Active v Jan17, Jul093¢11:33PM
0507c85c1754481 5b567f04d3d62c6a1 Active v Jan16,2018 3t 3:24PM Jul09at 11:33PM

?
badd5a4188cf492eb0e62162980989b1 Active v Jan 16,2018 3t 1:26PM Jul09at 11:33PM

L
41724cfcB7ded1adB0bI7583e015¢956 Active v Jan 16,2018 3t 12:30PM Jul09at 11:33PM
4 fb7e5dch37a4ea090d8c28fceaass Active v Jan 12,2018 2t 7:32PM Jul093t 11:33PM

Fig. 4-25: The Customers Summary page

Table 4-10: Filters on the Customer page

Fields Description

Username (GUID) Displays the Username (GUID) for a customer
GUID - Globally Unique
Identifier

Name Displays the customer name. This information will populate if provided to

Yodlee and is made visible for a Role under the Permissions page.
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Table 4-10: Filters on the Customer page

Fields Description
Status Displays the status of a customer. The following statuses can be applicable:
+ Active
* Inactive

» Suspended
Deleted customers are not shown.

Account Created Displays the date on which the customer was created in the My Yodlee
application.

Last accessed Displays when the customer last accessed their accounts.

Updated on Displays when the customer's profile was last updated.

City Displays the city for a customer if provided as part of the address during

user registration and is passed to Yodlee. This field can be made visible for a
Role through the Permissions page.

State Displays the state for a customer if provided as part of the address during
user registration and is passed to Yodlee. This field can be made visible for a
Role through the Permissions page.

Zip Displays the ZIP for a customer if provided as part of the address during
user registration and is passed to Yodlee. This field can be made visible for a
Role through the Permissions page.

Country Displays the country for a customer if provided as part of the address during
user registration and is passed to Yodlee. This field can be made visible for a
Role through the Permissions page.

Email address Displays the email address for a customer if provided as part of the user
registration and is passed to Yodlee. This field can be made visible for a Role
through the Permissions page.

4.4.2 Searching for a Customer or an Account

The user can search by a customer using any of the following search criteria:
e Username (GUID)

e Email address

e Name

e User's institution (Mem site account ID/Provider account ID)

e User's account type (Mem item ID)

e User's account (Mem item ID/Account ID)
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dcBcleedc18424bb377be83054ecce
E 7c0710e78e94c739440c0aef40025bd
95 5a7812a7972543¢6892446c27f7db970

5a9ac4b1854348d08511010a0419aeee

1947485a02a64c562605dd82527 Tcdec

Customers

Al @ -3¢ Name, address, & email will populate if provided to Yodlee by your company and if enabied for

Upd:

Active v Aug08,2019 3t 11:59 PM Yesterday at 12:42AM

Active v Aug 08,2019 3t 11:40PM Yesterday at 12:42AM

Active v Aug08,2019 3t 11:48 PM Yesterday at 12:42AM
Active v Aug08,2019 3t 5:13PM Yesterday at 12:42AM Yesterday at 12:42AM

Active v Aug07,2019 3t 1:00 AM Yesterday 2t 12:42AM Vesterday at 12:42AM

Fig. 4-26: Search by Customer field on the Customer Summary page

When searching for an account, the columns on the Customers page will change
dynamically. The available columns when searching for an account include:

Table 4-11: Columns when searching by account

¥

Fields

Description

User's ID (GUID)\
GUID - Globally Unique
Identifier

User name link is displayed.

Site name

Displays the site name for an account

Account name

Displays the account name for an account

Account type

Displays the type of account

Verification status

Displays the most recent verification status for an account. This field is
relevant for organizations utilizing the Verification product offering. If
the account has been successfully verified, the status will show as
Success. If the account has not been successfully verified, an
appropriate error message will be shown.

Refresh status

Displays the latest refresh status for an account. If the account has been
successfully refreshed, the status will show as Success. If the account has
not been successfully refreshed, an appropriate error message will be
shown.

Last successful refresh

Displays the timestamp of when the last successful refresh occurred.

History

Click View History will display Aggregation and/or Verification history
for an account based on the last 40 refresh attempts Figure 4-29.
Depending on which products are enabled, this page will show:

« Aggregation History

* Verification History

» Balance Verification History

* Document Download History

Balance

Displays the last known balance of an account. This field is not enabled
for an organization by default. A customer can submit a request to
enabled this field. Once enabled, visibility of the Balance field is
controlled for by the administrator. The field can be made visible for a
Role through the Permissions page.
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Table 4-11: Columns when searching by account

Fields Description
Account number Displays the masked account number of an account.
Product enrolled Displays the Products enrolled for the account.
Status Displays the account status. The status can be:
+ Active
* Inactive
+ Closed
» Deleted
Mem item ID Displays the Mem item ID for an account.
Last modified Displays when the account was last modified.
Item account ID (Account ID) Displays the Item account ID (Account ID) of an account.
Account created Displays a timestamp showing when the account was created.
Transfer account ID Displays the Transfer account ID for an account. This field is relevant for

organizations utilizing the Verification product offering.

Routing number Displays the routing number for an account. This field is relevant for
organizations utilizing the Verification product offering.

Mem site account ID (Provider | Displays the Mem site account ID (Provider account ID) for an account.

account ID)
Status Click the funnel and select the options to display the status and click OK.
The available options are:
+ Active
» Suspended
* Dormant
Country Displays the country name.
State Displays the state name.
City Displays the city name.
Zip Displays the ZIP code.
Account Created Displays the date on which the account was created.
Last accessed Displays the date on which the account was accessed.
Updated on Displays the date on which the accounts were updated.

4.4.2.1 Viewing a Customer’s Accounts

Clicking Username (GUID) opens a page displaying the customer's accounts. The same
fields as listed in Searching for a Customer or an Account on page 4-24 will be available on
this page.
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Customers

The customer's summary information will be displayed in a grey banner across the top of
the page. In addition to the customer details outlined in Searching for a Customer or an
Account on page 4-24, the Net Worth for a customer will be displayed in the summary
banner. This field will display the net worth of a customer based on the combined account
values (Asset accounts minus liability accounts).

N [ 0. Test Pt S HE Mo an= s it Dec21, 20093t 747 AM ,:na,ane@mueuw
Site name Account name A Verifieation stat Refreshsta, ast successful refresh History Balance Account nt tern aceou. Tr Producten sstmodified S 68
3
DagBank © User Error View history
2 DagBank TESTDATA Checking Success QUserError(.. Jun19,2011at10:19PM  Viewhistory 35478 000310 10169388 Agaregation V.  Jun19,2011at 10:19
& DagBank TESTOATAL Savings Success QUserError(..  Jun19,20113t10:19PM  Viewhistory  $6545478 so00G00x 10169392 Agaregation,V,.  Jun19,2011at10:19F
DagBank TESTOATA Checking @ UserErcor(.. Jul30,20113t :12PM Viewhistory  $5478 sooadhoot 10175028 Aggregation  Jul 30,2011 3t 9:12Ph
DagBank TESTDATAL Savings @ UserError(.. Jul 30,2011t :12PM Viewhistory 84545478 sooadoox 10175032 Aggregation  Jul 30,2011 3k 9:12 PN
DagBank TESTDATAL Savings Success QUserError(.. Jun29,2011at11:15PM  Viewhistory  $45.45478 2225 10260592 Aggregation, V.. Jun29,2011at11:15F
DagBank TESTDATA Chedking Success QUserError(.. Jun29.2011at11:15PM  Viewhistory  $5478 x2224 10262052 Aggregation. V... Jun29,2011at11:15
DagBank TESTDATA Checking Success @ UserError(..  Jun22,2011at9:20PM Viewhistory 35478 03456 10169684 Aggregation. V... Jun22,2011at9:20 Pt
DagBank TESTDATAL Savings Success @ UserError(..  Jun22,2011at9:20PM Viewhistory 36545476 4567 10169688 Aggresation, V.. Jun22,2011at9:20 Pt
DagBank TESTDATA Checking Success @UserError(.. Jun22,20112t9:20PM Viewhistory  $5478 03456 10251676 Aggresation Ve Jun02,20112t8:10 Pt
DagBank TESTDATA Checking @ UserError(..  Dec20,20105t 3:30AM Viewhistory  $5478 oo 10221272 Aggregation  Dec20,2010at 330A
DagBank TESTDATAL Savings @ UserError(..  Dec20,20103t 3:30AM Viewhistory 34545478 sooodon 10221276 Aggregation  Dec20,2010at 330A
Daginvestments DAGINVESTMENT  Unknown @ UserError(..  Feb04,20103t9:04AM Viewhistory ~ $12345600 5555 10174840 Agaregation  Feb04, 20103t 9:04 Al
>

9 e

16624404 Active Mar 27,2017 at 5:27 PM Sep 21,2014 at 401 PM
& AllUsers
User's ID (Mem D) Status s A
@ 80
Q search Jill @ -3 Balance & transactions will populate if enabled for you. Service requests :h

2
= Active (80)

Site name Account name Account type Verification stat... Refresh status Last successful refresh & History Balance Account nu. Item ol

Al

9 DagBank Super Checking Checking Success ©5uccess Aug 26,2020t 6:49 PM View history 0003934 19756496

DagBank TESTDATA Checking Success @ Success Aug 24,2020 at 3:29PM View history 20030 21080916
o4

DagBank Savings Success @ Success Aug 24,2020 at 3:29 PM View history 21080920

DagBank Super Checking Checking Success @ 5Success Aug03,2020t 5:57 PM View history x0x3934 20011544

DagBank TESTDATA Checking ©success Aug03,2020at 5:55 PM View history 20003006 16248040

DagBank TESTDATA1 Savings @ Success Aug 03,2020 at 5:55PM View history 2000300 16248044

Dag Site - Bank SurendraBank1Sav... Savings @ Success Aug 03,2020 at 5:53 PM View history 2001234 16568504

DagSite - Bank Super Checking Checking ) @ Success Aug03,2020 at 5:53 PM View history 20003934 16848192

—— e — e — e

East Boston Savings B... EasternBank Savings © Not an Error (801) View history 5678 16430208

DagBank dagbank Savings © Not an Error (801) View history o 16248304

DagBank dagbank Checking @ Not an Error (801) View history 20003567 29743400
> DagBankMultilevel -... @ UserError (522) View history

DagBank Savings Instruction Comple. View history xx1212 25769836 11002524

DagBank Checking Success. View history 2003567 29743400 11142600
> 50/ page

|\
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Customers

Fig. 4-28: A specific customer’s details page displaying Service request button

Last 40 refresh attempts

Aggregation history

@ Apr25at9:54PM Failure

Balance verification history

@ Jun06at 1:00AM Success
@ May 293907 PV Success
@ May 233t LI3AM Success

@ May 153t 3:40PM Success

Fig. 4-29: Last 40 refresh attempts dialog box

4.4.3 Viewing Transactions

Transactions may be available based on which products are enabled for a customer.
Clicking View Transactions will display transactions for a single account. Alternatively,
from the Customers page (Figure 4-31), the user can also select a single customer to view
transactions for all accounts of that customer. This is done by selecting the check box next
to the Username (GUID) and selecting View Transactions from the multi-edit drop-down
menu.

This page is not enabled for a customer by default. A customer can submit a request to
enable this field. Once enabled, visibility of transactions is controlled by the administrator.
The field can be made visible for a Role through the Permissions page.

Once enabled, transactions can be viewed in 30 day windows dating back to inception of
the account.

sert Networth Active Apr093t11:35 AM Mar 123t 3:12PM
Kulkarr Currently unsvailzble Stz Lastaccesea Accountcrestea

"y
- &=

Accounttype Verification stat Refreshsta Last successfulrefr = History Balance Account nu... item accou. Transferac Producten.. O | Lastmodified &

Dagsite DagBrokerageAcc..  Brokerage Cash @ Success Yesterday at8:34 PM View history $39473872 8279 1112638356 Aggregation Yesterday3t&:34 PM

@ Dagsite Dag 401 ErmployeeRetreme. Osuccess vesterdsyaresa Viewhistory  $s4334531  s901 1112638357 Agmesston  esterdaystead P

Fig. 4-30: Customer Details page displaying View Transaction button

The View transaction feature is available only if it is enabled. If this feature is enabled
then the Service requests button is displayed to the left of View transactions button.
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Fig. 4-31: The View transactions page

Dagsits

Dagsits

Dagsits

Dagsits

Dagsits

Dagsits

Dagsits

DagSits

DagSits

Dagsits

DazSits

Dagsits

Dagsits

Dagsits

Dagsits

DagSits

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

e - Credit Card

2 - Credit Card

e - Credit Card

e - Credit Card

Dag Credit Card

Dag Charge Card

Dag Charge Card

Dag Charge Card

Dag Charge Card

Dag Charge Card

Dag Charge Card

Dsg Credit Card

Dag Credit Card

Dag Credit Card

Dag Chargs Card

Dsg Charge Card

Dag Credit Card

Dag Credit Card

Dag Credit Card

Dag Charge Card

0009806

30003600

003600

0003600

003600

0003600

30003600

0009806

20009806

0009806

30003600

0003600

0009806

009806

0009806

30003600

Itemaccount ID

1112638355

1112638354

1112638354

1112638354

1112638354

1112638354

1112638354

1112638355

1112638355

1112638355

1112638354

1112638354

1112638355

1112638355

1112638355

1112638354

Transaction

2252015

2252001

2252006

2252005

2252004

2252003

2252002

2252016

2252018

2252017

2252008

2252007

2252020

2252019

2252021

2252009

D cusie Ticker Description

LOWE'SOF H.

Audible audibl

GOQGLE™YO...

WWWITUNES.

WWWITUNES.

LINKEDIN-00x.

WWWSHEIN...

PANERA BREA.

PAYPALTHUG...

LOWE'SOF KE...

Interest Charz.

Indiegogo.com..

FARMERS INS.

FARMERS INS...

FARMERS INS.

JETELUEARR..

4.4.4 Viewing Service Requests on Customer Details Page

x

-] June01,2005 - June10,2020
Tpe | Amount Units | Price ®c
Debit $188.00 $0.00 [=
Debit $15.00 $0.00 c
Debit $35.00 $0.00 14
Debit $1500 $0.00 c
Debit $1000 $0.00 <
Debit $2500 $000 c
Debit $2500 $0.00 c
Debit $50.00 $0.00 c
Debit $326 $0.00 c
Debit $3600 $000 c
Debit $150.00 $0.00 [
Debit $90.00 $0.00 -]
Debit $420.00 $0.00 [
Debit $420.00 $0.00 €
Debit $420.00 $0.00 [4
Debit $220.00 $0.00 c

The Service request button allows a user to quickly view Service request information for
a specific user. The yellow indicator on the Service request button displays the number
of active service requests for a user. Active service requests are service requests that are

not closed.

-
-
-
& AllUsers
o
Q search
2
Site name
%y DagBank

©..whee
newbee

Account name

Super Checking

16624404

Jill @ -3¢ Balance & transactions will populate if enabled for you.

$27,513.46 Net worth

User's ID (Mem D) Based onatest calculation

Account type

Checking

Verification stat...

Success

Active
Status

Refresh status

@success

Mar 27,2017 at 5:27 PM Sep21,2014at 4:01PM

Last accessed A
Last successful refresh & History Balance
Aug 26,2020 3t 6:49 PM View history

Fig. 4-32: Customer Details page displaying Service request button

80
Active (80)
Account nu... Item o)
Al
03934 19756496

Clicking the Service requests button displays a drop-down menu with the following two

options:

e Active - Selecting Active displays all active service requests for a user.

e All - Selecting All displays all service requests for a user including closed service

requests.

4.5 Status

The Status page displays maintenances and incidents specific to the My Yodlee

application. The user can see historical, current, and upcoming events taking place on the
My Yodlee platform. The status bar across the top of the page provides a quick reference
to any active or ongoing events.
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The timeline view at the top of the page provides a view of any activity within a 14-day
window based on the current date. The arrows on either side of the timeline allow the user
to scroll forward or backward to see any events that fall inside of the 14 day window. The
scroll feature is disabled if there are no events taking place within the 14-day window.

Hovering over an event, as well as clicking on the event in the timeline, provides
additional details about that particular event. The additional details include:

e ID

e Environment Affected

e Service/Product Affected
e Impact

e Status

The table below displays more historical information about incidents and maintenances.
The table includes the event's ID, Type, Start date, End date, and Status.

The user can search for an event by the event ID. The table information can be exported.

Maintenances - Planned events

Incidents - Unplanned events

Incident Jul 103t 10:30 AM Investigating
IN2003

Maintenance Jul 133t 9:00AM Jul 133t 9:00 AM Upcoming
MN1005

Maintenance Jul 115t 5:00 AM Jul 113t 5:00AM Upcoming
MN1004

Maintenance Jun26 3t 1:00PM Jun 263t 1:00PM Upcoming
MN1002

Fig. 4-33: The Status page

When a customer clicks Incident or Maintenance link on the Status page the following
dialog boxes are displayed.

Incident IN2003

Environment Affected Service/product affected mpact

Production None - This is test only Moderate INVESTIGATING
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Fig. 4-34: Incidents dialog box

MAINTENANCE MN1171

Environment Affected Service/product affected

Production All

Fig. 4-35: Maintenance dialog box

Impact

Intermittent Connectivity
Issue

Status

FORYOUR INFORMATION

The user can select the settings list on the Status page to view the selected columns on

the Status page.

‘ 8active incidents.

Q Searchby ID
| Type D Startdate
Maintenance May 12 at 2:15PM
Maintenance MN1174 May 06 at 2:18 PM
Incident IN2233 May 13 at 2:23PM
Maintenance May 13 at 2:20PM
Incident May 13 at 2:24PM
Maintenance MN1170 May 13 at 2:08 PM
Incident IN2197 Nov 15,2019 at 12:00 AM
Incident IN2196 Nov 16,2019 3t 12:00 AM
Incident Feb 13 at 12:00 AM
Incident IN2221 Mar 303t 4:33AM

Fig. 4-36: The status page settings list

End date

May 19 at 2:15PM

May 20 at 2:18 PM

May 20 at 2:23PM

May 20 at 2:20 PM

Yesterday 3t 2:24 PM

Yesterday at 2:09 PM

Today at 7:10AM

Today at 7:10AM

Today at 7:10AM

Today 3t 7:10AM

3 planned maintenances in progress.

Status. o
Closed CUSTOMIZE COLUMNS

Type =
Extended

D =
Restored Start date =

End date =
Cancelled Status =
Invalid

DISPLAY DENSITY

InProgress
Detected
Resolved

Investigating
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Chapter 5: Classic

5.1 Introduction

Any features or functionality not found in the My Yodlee experience but are still required
for customer support or other use cases can be found under the Classic option in the
menu. Clicking the Classic menu option will open a new tab with any pages carried
forward from the Yodlee CustomerCare (YCC) experience that are enabled for the user. If
the user is not enabled to see any pages found via the Classic option, then this icon will
not be listed in the menu.

? Administration | Customer Management | Cobrand Management | Sub-brand Management | Auditlog IRl

m‘ Transactions | OFAC ‘ Service Requests ‘ Share Request ‘ Risk Insight

Gt Search Customers

2 ‘Financiallrllsti(ution: Select v Product:  Select v

foed Email: -

Status: ’Adive nLocked
'Suspended

&

>
Fig. 5-1: The Classic page displaying the modules
The pages, features, and functionality found in the Classic section are controlled by
access-control lists (ACL) found under the Administration page in the Classic section.
Depending on the level of access granted in the Administration page, the following
pages (and associated sub-pages) will appear in the Classic section:
e Administration
e Sub-brand Management
e Search
e Service Insights
e Investment Data
e Configuration
e Customer Management
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Chapter 6: Settings

6.1 Introduction

The Settings section of the menu contains two different pages:

e Permissions

e System Settings.

These two areas of the application are designed to provide My Yodlee users with

dedicated pages to streamline and simplify user registration, permission management,

and system settings configuration within the My Yodlee experience.

NOTE: The System Settings page is available only to My Yodlee users assigned to the
Administrator role. The Permissions page is accessible based on a user's role
and associated permissions.

2 Yodlee |

2 suppoRrT v

) cLassic

8§ SETTINGS ~

‘> REPLAY FEATURES

® QuUEsTIONS?

° MY ACCOUNT

{ cLosE

Fig. 6-1: Settings list

6.2 Permissions

Clicking Permissions in the left navigation menu will open the Permissions page and the

list of all registered My Yodlee users are displayed.

The access to the Permission page is controlled via Permissions.

To view Permissions page

1. Click Settings.

The list under Settings is displayed (Figure 6-1).

2. Click Permissions.
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Permissions

The Permissions page is displayed (Figure 6-2).

w

Select the page to be viewed from the blue bar drop-down list. For more information
about blue label, refer to Customer Selection - Blue Bar on page 7-5.

’ rch [l Manage role permissions
-
User Username o Status Lastlogin € Emai Waerkphone User's time zone Last modified @&
A
Admin One Admin100061641 Admin ~ Active v Jun 243t 7:42AM dummy@dummy.com (GMT+05:30) Chennal,...  Jun23at 1:17AM Jun24 3t 7:12AM
o Admin Three Admin100061646 Admin Active Todayat 12:25PM dummy@dummy.com (GMT+05:30) Chennal, ..~ Jun23at 1:17AM Today at 12:25 PM
) AdminTwo Admin100061642 Admin ~ Active v Jun 23t 1:47AM dummy@dummy.com (GMT+05:30) Chennai, .. Jun23at 1:17AM Jun23 at 1:17AM
AUTOYCCI1AUTOYCC1  AUTOYCC1201911262254.. Default v Active v Nov27,2019 3t 1:50 AM test@yodiee.com 9876598765 Nov27,2019 at 1:54 AM Nov 27,2019t 1:54 AM
o4
AUTOYCC1 AUTOYCC1  AUTOYCC1201911201710... Default v Active v Nov20, 2019 at 6:40 AM test@yodiee.com 9876598765 Nov20,2019 3t 6:40 AM Nov 20,2019 3t 6:40 AM
AUTOYCC1 AUTOYCC1  AUTOYCC1201941271610... Default v Active v Nov27,2019 at 5:40 AM 9876598765 Nov27,2019 5t 5:40 AM Nov 27,2019 5t 5:40 AM
AUTOYCC1AUTOYCC1  AUTOYCC1201911280056... Default v Active v Nov28, 2019 at 3:56 AM 9876598765 Nov 56 AM Nov 28,2019 3t 3:56 AM
AUTOVCC1 AUTOYCCY  AUTOYCC1201941271535... Default v Active v Nov27, 2019 at 5:09 AM test@yodiee.com 9876598765 Nov27,2019 2t 5:09 AM Nov 27,2019 5t 5:09 AM
AUTOYCC1 AUTOYCC1  AUTOYCC1201912042219... Default v Active v Dec05,2019 at 1:20AM Dec05,2019 at 1:20AM Dec05,2019 3t 120 AM
AUTOYCC1 AUTOYCC1  AUTOYCC1201911281233.. Default v Active v Nov28, 2019 at 2:03AM Nov28,2019 at 2:03AM Nov 28,2019 5t 208 AM
AUTOVCCI1AUTOYCC1  AUTOYCC1201907031433.. Default v Active v 1ul03,2019 3¢ 503 AM 9876598765 Jul03,2019.3¢ 5:03 AM 1103, 2019 3t 503AM
AUTOYCC1 AUTOYCCI  AUTOYCC1201907021006... Default v Active v 1u102,2019 3t 12:38AM 9876598765 1u102,2019 3t 12:38AM Ju102,2019 3t 12:38 AM
AUTOYCC1 AUTOYCCY  AUTOYCC120191 Default v Active v Nov28, 2019 at 4:03AM 9876598765 Nov28,2019 5 M Nov 28,2019 5t 4:08 AM
AUTOYCC1AUTOYCC1  AUTOYCC1201911270044... Default v Active v Nov27, 2019 at 3:44 AM 9876598765 Nov27,2019 at 3:44 AM Nov 27,2019 5t 3:44 AM
> AUTOYCC1AUTOYCC1  AUTOYCC1201911211215.. Default v Active v Nov21,2019 at 1:45 AM 9876598765 Nov21,2019 at 1:45 AM Nov 21,2019 3t 1:45 AM
AUTOYCCREGADMIN2 .. AUTOYCCREGADMIN220..  Default v Active v Nov20,2019 2t 2:48 AM lee.com Nov20,2019 st 2:48 AM Nov 20,2019 5t 2:48 AM
AUTOYCCREGADMINZ..  AUTOYCCREGADMINZ20..  Default v Active v Nov27,2019 3t 3:44 AM test@yodiee.com 9876598765 Nov27,2019 st 3i44 AM Nov27,2019 5t 3:44 AM

Fig. 6-2: The Permissions page

Table 6-1: Field description on Permission page

Field Description

User Displays the name of a user as a link. The link is used to edit the user’s information.
For more information, see Editing User Details on page 6-3

Username Displays the username assigned to a user.

Role The customer has the option to change the role of a user if that permission has been
granted.

The default roles created by Yodlee are:

* Admin

* Default

Each customer can create additional roles based on their organizational needs.

Status The customer has the option to change the status of a user if that permission has
been granted.

The available options are:

» Active

* Delete

* Suspend

Last Login ET Displays the last date and time the customer had logged in.

Email Displays the email assigned to the user.

Work phone Displays the phone number assigned to a user.
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Permissions

Table 6-1: Field description on Permission page

Field Description
User's time zone Displays the time zone the user has chosen.
Account Created Displays the date and time the account was created on.
Last Modified Displays the date and time the account was last edited.

6.2.1 Editing User Details

On the Permissions page, clicking the user link under the user column displays the Edit
User dialog box.

B “Email
Edit User
sonali.shetty@yodlee.com
“Name Work phane. Extension
All Product +91 3986246255 Extension
Username: allprodchan “User's time zane
{GMT+05:30) Chenna, Kolkata, Mumbai, New Delhi
Password: Change password

“Role
Last login ET: Apr 16 at 1:54 PM

Default
Account created: Apr 16 at 137 PM
*Status

Last modified: Apr 16 at 3:33 FM
Suspended

Fig. 6-3: Edit User dialog box
Table 6-2: Edit User dialog box fields
Field Description
Name Displays the user’s name The customer can edit the user name.
Username Displays the username assigned to a user.
Password Changing the password on the Edit User page is designed for an administrator

to reset the password for a user. The administrator can create a temporary
password for another user using this workflow. For more information, see
Changing the User’s Password on page 6-4

Last login ET Displays the last date and time the customer had logged in.

Account Created Displays the date and time the account was created..

Last Modified Displays the date and time the account was last edited.

Email Displays the email assigned to the user. The customer can edit the email
address.

|\
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Permissions

Table 6-2: Edit User dialog box fields

Field Description

Work phone Displays the phone number assigned to a user. The customer can edit the phone
number and the extension

User's time zone Displays the time zone the user has chosen. The customer can edit the time
zone.
Role The customer has the option to change the role of a user if that permission has

been granted.

The default roles created by Yodlee are:

* Admin

+ Default

Each customer can create additional roles based on their organizational needs.

Status The customer has the option to change the status of a user if that permission
has been granted.

The available options are:

+ Active

» Delete

» Suspend

6.2.2 Changing the User’s Password

The customer can change the password of the user by accessing the Edit User dialog box.
For more information about the Edit User dialog box, see Editing User Details on page 6-
3.

On the Edit User dialog box clicking the Change password will display the Change
password dialog box. The customer can type the new password in the Password and
Confirm Password fields and submit. the password will be updated successfully.

X

Char'—1Lge password

Password must be at least & characters and include at least one:

- Lowercase letter
- Numeric digit

“Password

Password R
“Confirm password
Confirm password NN

‘ Cancel ‘ m

Fig. 6-4: Change Password dialog box
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NOTE: Changing the password using this workflow is designed to provide a user who is
locked out of their account with a temporary password. The user will be asked to
replace this temporary password with new password during the next login
attempt. A user who wants to change their own password should use the
Change Password workflow found on the My Account page.

6.2.3 Changing the Status of a User

If a user has the permission to the edit the status of another user, they can select the
status of the user by clicking the status next to a user and changing it via the drop-down
list. The available status options are Active, Delete, and Suspend.

Searcht [+ Export + Addoneuser v Manage role permissions
(o
User Role Status Lastlogin ET Emal Work phone User Acc
a <script>alert()</script>... <script>alert(</script>  Default v Active v Nov30,2017at 9:59PM  csvtest-1@gdssecurityc...  212-555-1234 Nov30,2017at9:59PM  Nov30,2017 at 9:59 PM
a<script>alert("first’)</..  gdstest01 Default v Active v Sep04,2019at1:03AM  viktorsemenyuk@aon.co.. 2123335555  (GMT-12:00)Internat... Sep04,2019at 1:03AM  Sep04,2019at 1:03AM
Abdul Baba ababa Admin v Dec18,2019at8:14PM  ababa@yodlee.com 6509803700 (GMT+05:30) Chenna... Feb08,2012at1:12AM  Dec 18,2019 at 8:14PM
Delete
o
& Abha Saxena asaxenal Admin v Suspend Apr25,2019at11:11AM  asaxenal@yodlee.com 1234567890 Sep05,2018at5:46PM  Apr 25,2019 at 11:11AM
Abhay Gupta agupta? Default v Dec 15,2015t 10:39AM  agupta9@yodiee.com 12345 Dec 14,2015t 10:38PM  Dec 15,2015 at 10:40 AM
—— e pen—— ———— 019 at £45 Rhdmemee =™ e VY] ”
__ Aha - ___ 5ep04,2019at4: 450 - Sep 04,2019 at 4:46 PM. g

Fig. 6-5: The status drop down to select the user’s status

6.2.4 Changing the Role of a User

If a user has the permission to change the role of another user, they can select the role of
the user by clicking the role next to a user and changing it via the drop-down list. In
addition to Admin and Default, any other roles created by the customer will be available
in the drop-down list.

Search by user [® Export + Addoneuser v [EVEREEIEINLIENERE
o
User Username Role Status Last login ET Email Work phone User's time zone Account created Lastmodified B
[} <script>alert()</script>...  <script>alert(</script>  Default v Active v Nov30,2017at9:59PM  csvtest-1@gdssecurity.c...  212-555-1234 Nov30,2017at9:59PM  Nov 30,2017 at 9:59 PN
asscriptoalert(“first’)</.. ~gdstest01 Sep04,2019at 1:03AM  viktorsemenyuk@aonco... 2123335555  (GMT-12:00) Internat... Sep04,2019at1:03AM  Sep04,2019at 1:03AM
Abdul Baba ababa Q search Dec 18,2019at8:14PM  ababa@yodlee.com 6509803700 (GMT+05:30) Chenna... Feb08,2012at1:12AM  Dec 18,2019t 8:14 PM
o
&% Abha Saxena asaxenal Admin Apr25,2019at11:11AM  asaxenal@yodies.com 1234567890 Sep05,2018at5:46PM  Apr25,2019at 11:11At
v Default
Abhay Gupta aguptad Dec15,2015at 10:39 AM  agupta9@yodiee.com 12345 Dec14,2015at 10:38PM  Dec 15,2015 at 10:40 Al
Abhinav Jha Alha Sep04,2019at4:46PM  AJha@yodlee.com 650 Apr10,2015at3:34AM  Sep 04,2019 at 4:46 PM
Abhishek Agarwal aagarwall Feb12,2019at6:02PM  aagarwall@Yodleecom 1234567890 Feb08,2019at 10:36 AM  Feb 12,2019 at 6:02PM
Abhishek Singh asingh1s Default v Active v Jul24,20192t5:32PM  asingh15@yodlee.com 0000000000 Sep07,2018at 12:55AM  Jul 24,2019 at 5:32PM

—_— e

Fig. 6-6: The role drop-down to select the user’s role

6.2.5 Adding a User

By using +Add one user, customer can register a user.
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=
Q_ Search by user

@
User Username

8 ation13%7... ion1397...
Raj shetty raj.s

L3} Sanali Custom sonalicustom

@

Fig. 6-7: Adding a user

Role Y Status Last login ET Emafl Work phone
Test v Active v Apri15,2014 at 11:28 F..  bvt@yodieacom

Customrale v Active v May 05 at 12:21 PM sonalishetty@yodlee.com  +91 99862 46...
Customrole v Active v Yesterday at 4:25 PM conali.shetty@yodlee.com

User's time zone

(GMT-11:001 5amoa ..

(GMT-07:00) Chihua...

o e [
Add
Last modified

Bull register users
. . Apris,2014at1128

May 02 at 6:10 PM May 05 at 12:21 PM

May 08 at 2:57 PM “Yesterday at 4:25 FM

Records perpage 50 [ludl 20¢ 1/35 >

On clicking +Add One User, the Register User dialog box is displayed to enter all the
details of the user and click Submit.

special character.

N “Email
Register User
Email
“Name *Confirm email
First Last Confirm email
“Username Work phone
Username @yodlee +1 Work phone
“Password “User's time zone
Password B User's time zone
“Confirm password *Role
Confirm password S Select role

@ Password must be at least 8 characters and include at least one lowercase letter, uppercase letter, number, and

Extension

Extension

‘ Cancel ‘ m

Fig. 6-8: The Register User dialog box

Table 6-3: Field description on Register User dialog box

Field Description
Name Enter the First name and Last name of a user.
Username Enter the username to assign to the user.
Password Enter a password to assign to a user.

Confirm Password

Enter the same password entered in the Password field.

Email

Enter the email assigned to a user.

Confirm email

Enter the same email address provided in the email field.

Work phone

Enter the phone number and extension number.

User's time zone

Select the time zone.
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Table 6-3: Field description on Register User dialog box

Field Description
Role Select the role for the user. The available options are:
* Admin
» Default

6.2.6 Adding Users in Bulk

The customer can add bulk-register users. Bulk registration provides an XLS/CSV file to

upload user details in bulk for registration. The file will contain the required fields for bulk
registering users.

An error message will be displayed if any users in the file are not successfully uploaded.

=
-
Q Search by user B Boort -+ Addone wer E|
i User Username Role Y stats Last login ET Emal Work phone Q) User's time zone N Addoneuse @ | ait modified
Bulk register users

- inRegistration1397.. AdminRegistration1397.. Test v Active v Apr15,2014 2t 1125 ... bvt@yodieecom : . Apri5, 2014 at1125
2

Rajshetty rajs Cletmiviaie: hdiee May 05 at 12:21 PM sonalishetty@yodies.com  +91 99862 46.. (GMT-11:00)5amoa .. May 02 at 610 PM May 05 at 12:21 PM
) Sonali Custom sonalicustom Customrole v Active v Vesterday st 425FM  sonalishetty@yodlee.com |GMT-07:00) Chihwa...  May 0B at 257 PM Yesterday at 4:25 PM

2 Records per page 50 |ETCOR 20¢ 135 >

o

Fig. 6-9: The Bulk register user in the drop-down list

To add users in bulk using bulk registration workflow

1. On the Permissions page, select +Bulk Register User from the drop-down list.
The Drag and Drop or browse dialog box is displayed.

& Download template for bulk user registration

Drag and drop or browse

Please upload up to 1 attachment(s) up to 15 MB total. Accepted file types are: xlsx

Fig. 6-10: Window to upload the bulk user registration template

2. Click Download template for bulk user registration.
The template is downloaded to the local drive.

3. Provide the required details in the template. Save and close the template.

|\

Chapter 6: Settings
ENVESTNET

Yodlee

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential




Permissions

4. Drag and drop the saved template to the dialog box or click browse on the dialog box
to select the location of the template.

5. Click Upload and Register.

6.2.7 Managing Role Permissions

On the Permissions page, the customer can use the Manage Role Permission feature to
add new role, duplicate a selected role, and delete the selected role.

To open manage role permission page
1. Click Support.
The Support menu is displayed.
2. Click Settings.
The Settings page is displayed.
3. Click Manage Role Permission.
The Manage Role Permission page is displayed.

Roles @ Permissions @ Users

Add new role SENSITIVE @ Move users to this role
@ Duplicate selected role Net worth @
DASHBOARD

Customers ® Q Search

_ Accounts

oY
Abdul Baba (ababa)
Default Fastlink engagement ®
Abha Saxena (asaxenal)
SERVICE REQUESTS =z
Abinaya Durairaj (abinaya)
Support groups 2
Aditi Singh (asinghs)
CUSTOMERS °®
Account status =@
Activate, deactivate, suspend & delete accounts
Admin Nine (Admin100000043)
Customer status =z ) .
Activate, deactivate, suspend & delete customers Admin Seven (Admin100000041)

Fig. 6-11: Managing Role Permission page

6.2.7.1 Roles

The left side of the dialog box is where roles are managed. Roles are defined by a
collection of permissions. Roles can be created to give each organization the flexibility
they need to grant and manage access to My Yodlee for different use cases.

Under Roles there are three functionalities:
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6.2.7.1.1 Add New Role

Clicking Add new role creates a new role, highlighted in blue. Clicking the Edit icon
allows the role to be renamed to something unique.

By default, the available permissions to configure for a new role are the same as the role
assigned to the user performing the action. For example, the administrator will see all
permissions available for configuration when creating a new role. A user assigned to a
role allowing them to create new roles but having comparatively fewer permissions than
the administrator will only see their role’s permissions in the list on adding a new role.

By default, every organization starts with two roles:

e Admin - The administrator for an organization is responsible for controlling their
organization's My Yodlee experience through role & permission management, system
settings, user registration, etc. By default, the Administrator role is given full
permission to all the functionality inside My Yodlee. The Admin role cannot be deleted
and there must be at least 1 user assigned to the Admin role at all times.

e Default - This is a role with basic functionality to view and edit select customer details,
create tiles on the Dashboard file service requests. The Default role comes with
predefined permissions; however, the Administrator for an organization can change
the permissions of the Default role any time after the on-boarding process. The
Default role cannot be deleted.

6.2.7.1.2 Duplicate selected role

Duplicating the selected role will create a new role with identical permissions to the
currently selected role. This allows the user to easily isolate and change one permission
while creating an entirely new role.

6.2.7.1.3 Delete selected role

Deleting the selected role will delete the role and move any users assigned to that role to
the Default role.

6.2.7.2 Permissions

The middle section of the pop-up window is where Permissions are configured for
different roles, Permissions define the pages, features and functionality available to users
assigned to a particular role.

The page-level permissions, where applicable, control access to a particular page in My
Yodlee. For example, if the Service Request page permission is set to Hide for a role, the
Service request page will be hidden and inaccessible to users in that role.

Other permissions pertain to features or functionality found in the My Yodlee application.
For example, the Create User permission can be hidden for a role, disabling that function
in My Yodlee. Alternatively, the Create User permission can be set to Edit, enabling that
role to create new users in My Yodlee.

|\
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Permissions can have up to 3 possible settings:

e Hide - A permission set to Hide means that particular page, feature, or functionality is
hidden for a role.

e View - A permission set to View means that particular page, feature, or functionality is
visible inside of My Yodlee but is not actionable for a role.

e Edit - A permission set to Edit means that particular page, feature, or functionality is
visible inside of My Yodlee and can be edited/is actionable for a role.

Select Permissions are controlled by Yodlee. Transactions and Balance can be turned on or
turned off for an organization depending on their preferences. If they are disabled or
turned off, no transaction or balance information will be available to a user in My Yodlee.
If they are enabled or turned on, the permission to access transaction and balance
information will be turned on for the organization's Administrator only. The Administrator
can then allow these details to be visible for users assigned to other roles at their
discretion.

Please contact the Yodlee Client Services team for help managing the ACLs associated
with pages found under the Classic tab. For more information, see Introduction on page 5-
1.

NOTE:

e Control of pages found under the Classic tab will still be controlled by legacy ACLs
carried forward from the Yodlee CustomerCare tool (YCC). These can be controlled
under the Administration tab.

e Yodlee Administrators can enable Transactions and Balance Permissions by
selecting All Customers from the blue bar drop-down list. For more information
about blue bar, refer to Customer Selection - Blue Bar on page 7-5

Table 6-4: List of My Yodlee Permissions

Field Description
Holder Details Enables or disables the sub-permissions within Holder details
Name Sub-permission of holder details. Display or Hide the name of customers.

This information will only populate if captured during user registration and
passed to Yodlee.

Address Sub-permission of holder details. Display or Hide the address details for a
customer (City, State, ZIP, and Country). This information will only populate
if captured during user registration and passed to Yodlee.

Email address Sub-permission of holder details. Display or Hide the email address of
customers. These details will only populate if captured during user
registration and passed to Yodlee.
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Table 6-4: List of My Yodlee Permissions

Field

Description

Transactions

Displays transaction information for a customer or customer's accounts.
This permission must be enabled by Yodlee for an organization before it
will appear in the list of permissions for the Administrator.

Balance Displays the account balance for a customer's account. This permission
must be enabled by Yodlee for an organization before it will appear in the
list of permissions for the Administrator.

Net worth Displays the net worth for a customer. Assets minus Liabilities based on
account type.

Customers Displays the Customers tile on the Dashboard.

FastLink Engagement

Displays the Engagement reports on the Dashboard. Only available for
customers using the latest version of FastLink.

Service Requests (Page)

Enables the Service requests page and sub-permissions Hide means the
page is entirely hidden. View means the page and SR details can be viewed
but no service requests can be created or edited. Edit means all of the
functionality on the Service request page is available and editable.

Support groups

Support groups are displayed by default. Edit means Support groups can
be created or edited.

Customers (Page)

Enables the Customers page and sub-permissions.

Log in to app as customer

Enables a user to log in to an application on-behalf-of a customer to
troubleshoot. This is a feature which must be enabled for an organization
by Yodlee.

Customer status

Status of a customer is always visible if the page is available. Edit means the
status of a customer can be changed.

Account status

Status of an account is always visible if the page is visible. Edit means the
status of a customer's account can be changed.

My Yodlee User

Management (Page) - Enables the Permissions page. Hide means the page
is not visible.

Manage Permissions

Enables the ability to manage permissions, create roles and assign users to
roles. Hide means this functionality is hidden from the page. Edit means
roles, permissions and user assignment can be managed.

Create user

Enables the ability to register new users (single or bulk). Hide means this
functionality is hidden from the Permissions page. Edit means new users
can be created.

Manage user

Enables the ability to manage My Yodlee users and their status. Users can
always be viewed in the My Yodlee application. Edit means a user can
change the status or profile of another My Yodlee user.

|\
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6.2.7.3 Users

The list of all active users is displayed on the right side of the dialog box. Once Roles and
associated Permissions have been defined, users can be added to roles and inherit the
privileges given to their assigned role.

To assign a user to a role, first select the role to highlight it in blue. Once selected,
navigate to the Users section and select one or more users using the check boxes to
assign to the preselected role. Click Move users to this role to assign the selected users
to the preselected role.

User can be moved quickly to the Default role. One or more user can be selected using
the check box and click Move selected users to default role.

6.3 System Settings

The System Settings page allows configuration of various system settings for an
organization. Users who have access to the System Settings page can configure settings
such as:

e Session time out

e Auto close resolved service requests
e Password expiration

e Password expiration notification

e Deactivate user due to inactivity.

NOTE: This page is available only to users assigned to the Administrator role in My
Yodlee.
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Sesslontime out hours 0 minutes
?
= Auto close resolved service requests
utoc! q 2 days
'f) Password expiration 50 s
& Password expiration notification 10 b
Deactivate user due to inactivity 50 e
Replace iconic mark Replace full lockup
- " - ENVESTNET s et
1 Upload an SVG PNG or JPG file with sinilar height and wicth tht i ess = Yodlee Upload an SVG, PNG or JPG file thatis wider than tal and i less than SMB.
- than SMB. -
>

Fig. 6-12: System setting page

The user can change iconic marks and full lockups to customize based on their
preferences.

Clicking Replace iconic mark or Replace full lockup renders a dialog box where either
an iconic mark or full lockup can be uploaded to My Yodlee. Acceptable file types are
described in the dialog box.

Drag and drop or browse

Upload a SVG, PNG, or JPG image with similar height and width that is less than 5SMB

Fig. 6-13: Drag and Drop dialog box

L
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Chapter 7: My Account

7.1 Introduction

The My Account page is available to all registered My Yodlee users. This page allows a
user to edit their profile and customize their individual settings within the application.

7.2 My Account

ENVESTNET
a Yodlee

[> REPLAY FEATURES

¥ QuesTiOns?

{ cuLose

Fig. 7-1: My Account on menu
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My Account

Mobile number

=
-
]
) & Upload Phote
=
‘Work phone
oA
Name
- Admin Eeight
2
Username
Admin100000042
Email
test@yodlee.com
Role
Admin
Support groups
? None

>

&> Signout £? Change password

@ Email subscriptions

Service requests
Extension Created by me
Extension Assigned to me
Assigned to my group
Following

Sites

All users receive emails on Yodlee
maintenances and incidents.

Fig. 7-2: My Account page

NOTE:

Changes are saved and applied automatically

Table 7-1: Field description for My Account page

Field Description

Name Displays the name of the user.

Email Displays the email address of the user.

Work Phone Select the country code number for the phone number from the drop-down
list. Enter the phone number and the extension.

Role Displays the role of the user

Support groups Displays the support group to which the user belongs.

Photo Displays the user's photo if one has been uploaded. An icon with the user's
initials is the default object in this field.

Change password My Yodlee user can change their password. After successfully updating a
password, the new password will be required at the next login attempt.

Logout Clicking Logout will log a user out of the My Yodlee application.
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Table 7-1: Field description for My Account page

Field

Description

Email subscriptions

Email subscription preferences allow a user to opt-in or opt-out of email alerts
pertaining to Service requests or Site alerts. By selecting a check box next to
one or all of the available options, the user will receive email alerts for service
requests if they meet the listed criteria. Site alerts will only be shared via email
for sites which are enabled for an organization. Opting in for Sites under email
subscription will allow site alerts to be sent via email.

7.2.1 Uploading a Photo

The user can upload their own photo to replace the default icon. The photo can be
uploaded or removed at any time.

To upload a profile photo

1. On the My Yodlee home page, click the My Accounts tab.

The My Account page is displayed.

2. Click Upload Photo.
The dialog box to upload the photo is displayed.

Drag and drop or browse

Upload 2 5%G, PMG, or JPG image with similar height and width that is less than SME

Fig. 7-3: Upload photo dialog box

3. Drag and drop or upload a photo on the photo uploading dialog box from a local
drive that meets the criteria defined in the dialog box.

Once the photo is selected, the Upload File dialog box is displayed for confirmation.
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My Account

$ ariana-and-viviana-in-pattu-half-sareesjpg  *

Upload file

Fig. 7-4: The Upload file dialog box

4. Click Upload file.
The profile photo is displayed on the My Accounts page.

7.2.2 Deleting a Photo

The user can delete the existing profile photo.

To delete a Profile photo

1. On the My Yodlee home page, click the My Accounts tab.
The My Account page is displayed.

2. Click Delete Photo.
The photo is deleted.

4

e S Upload Phato  suhasini pooja fhjpe =

Fig. 7-5: Delete the photo

7.2.3 Changing the Password

The user can change their My Yodlee password at any point in time from the My
Account page. This functionality is only found on the My Account page.

To change the password

1. Click My Account or the My Account icon in the left navigation menu.
The My Account page is displayed.

2. Click Change Password.
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Customer Selection - Blue Bar

The Change password dialog box is displayed.

Change password

Passwaord must be atleast & characters and include at leastone:

o Lowercase letter o Mumericdigit

= lUppercase letter = Special character

Old password

MNew password

Canfirm new password

Fig. 7-6: Change password dialog box

3. Enter the current password in the Old Password field, enter the new password in the
New password and Confirm new password fields.

4. Click Change password.

The password for a user will be automatically updated and will be the required
password during the next login attempt.

7.2.4 Signing out of the Application

The Sign out feature is available only on the My Accounts page. This feature allows the
customer to sign out from the application. To sign out of My Yodlee, navigate to the My
Account page and click Sign out.

7.3 Customer Selection - Blue Bar

For Channel Partners and Yodlee users, a blue bar is available across the top of several
pages in the My Yodlee experience.

In the case of the Channel Partner, the blue bar displays a list of sub-brands belonging to
that Channel Partner. Using the list found in the blue bar, a Channel Partner user can
toggle between different sub-brands on several of the pages in the My Yodlee application
in order to view data, manage permissions, file service requests, etc. If you are a Channel
Partner and need additional support with these workflows, please contact your Yodlee
Client Services team for additional assistance.
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Customer Selection - Blue Bar

In the case of a Yodlee user, the blue bar displays a list of all data centers and associated

customers.
p

Al customers
¥ ViSandboxhXT
| P @ x Open - Last 30 Days == + @ x Open-Last 5Days == + @ x

augnxt (Private)

|

concur (Private)

Fig. 7-7: Customer selection blue bar

Chapter 7: My Account
ENVESTNET

Yodlee

W

© 2021 Envestnet | Yodlee.™ All rights reserved. Confidential




Chapter 8: Glossary

8.1 Account
An account represents a logical set of collected data (at minimum, a name) that
corresponds to a real-world account in the way that users generally think of them. (Prior
to 7.0, this was referred to as an "ltem Account"- an account can be either online, where
information is automatically collected via scraping, data feed, or a similar online
mechanism; or can be manual, where the user enters information. A site can encompass
multiple accounts, such as: Site = Citibank Online Bank associated accounts:
e Joe's Citibank Checking 1
e Joe's Citibank Checking 2
e Joe's Citibank Credit Card
An account by default is already enabled for data presentment, and may be enabled for
additional activity types if support is available.

8.2 Account Status
The status of an account indicates its relevance to the application. Possible states include
"valid, closed, and removed." An account status may affect things such as an account's
eligibility for refresh, its inclusion in calculated fields, its display in certain views, and
more.

8.3 Application
Any software application built on top of the Envestnet | Yodlee Platform using published
and supported APIs.

8.4 Closed Account
An account state that indicates the account is effectively frozen in the Envestnet | Yodlee
applications. Closed accounts are generally still visible in the application but are not
eligible for data updates and are not included in present or future net worth calculations.
Closed accounts can be reopened or marked as valid by users.

8.5 Cobrand
A cobrand is a namespace exclusively associated with one customer. It may contain a set
of unique members and is associated with one or more applications.

8.6 Container
A container defines aggregated data, for example:
e Email
e Banking
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e Credit Card

Containers can contain child containers or sub-containers that further define aggregated
data, for example:

e Holdings
e Transactions

e Statement

8.7 Content Service (Sum Info ID)

A content service represents a relationship between a container and a specific site. Each
content service corresponds to exactly one site. Multiple content services can exist for a
given site. An exception is a custom service with data manually entered by a user. These
are also considered content services even though they do not have a 1:1 relationship with
a site.

For example:

e Yahoo Email (Site = Yahoo, Container = Email)

e Yahoo Calendar (Site = Yahoo, Container = Calendar)

e Citibank Banking (Site = Citibank, Container = Banking)

e Citibank Credit Card (Site = Citibank, Container = Credit Card)

8.8 Credentials

Credentials represent any permutation of usernames, passwords, and other information
required to authenticate a user.

8.9 Customer Service Representative

A customer service representative (CSR) is the Tier 1 personnel from a customer's support
team.

8.10 Data Agent (Agent)

An Envestnet | Yodlee Agent is a software component within the gatherer that collects
data from one or several content services. The method of collection may be via any
number of standards-based or proprietary direct data feeds such as HTML, OFX, IFX, XML,
and YML. Envestnet | Yodlee Agents can be initiated on demand by applications or by the
refresh scheduler.

8.11 Data Aggregation

Data aggregation is the technology that gathers, augments, and consolidates data from
users' personal accounts into a common, normalized database.
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8.12

8.13

8.14

8.15

8.16

8.17

Gatherer

The gatherer is the component in the Envestnet | Yodlee Data Engine that collects data
from Envestnet | Yodlee supported sites.

Refresh

A refresh is the act of updating aggregated data for one, or a set of item accounts, to
obtain the most recent data available. Refresh requests may originate from either an
explicit request during a user session (for user or application- initiated refreshes) or the
refresh scheduler (for offline, automated refreshes)

Removed Account

An account state that indicates that the account has been removed from the active view
of the user. This account state indicates that the account is generally not eligible for data
updates, is not included in current or future net worth, and can be viewed only in the
history view. This state cannot be reversed.

Site (Provider)

A site is the set of content services that can be accessed with the same credentials. An
organization may have multiple sites. (Prior to 7.0, sites were called items or member
items). For a given organization, the set of content services that do not require credentials
are also considered a site. An example site named "Citibank Bank" may include the
following content services:

e Citibank Checking
e Citibank Savings

A different site within the same organization named "Citibank Investment" may include
the following content services:

e Citibank Brokerage
e Citibank Bonds

User

An actual end-user of Envestnet | Yodlee or a third-party application that leverages the
Envestnet | Yodlee Platform. A user can have any role within the system, from
administrator to actual consumer of an application such as Envestnet | Yodlee Personal
Finance.

Valid Account

The status of an account that indicates it is eligible for general functions such as display in
application views, data updates, inclusion in net worth calculations, etc.
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8.18 Envestnet | Yodlee Data Engine

The Envestnet | Yodlee Data Engine is the set of infrastructure components that
intelligently aggregates, cleanses, augments, and stores data on behalf of members with
their permission and using their credentials. The Envestnet | Yodlee Data Engine is capable
of aggregating a highly extensible range of data from a large number of data providers
using a variety of structured and semi-structured data formats.

8.19 Mem Item ID

Each user has a unique ID, called the mem ID (member ID), which has a mem item ID
associated with it. Each mem item ID (member item ID) corresponds to one content
services ID, which corresponds to one container. A mem item ID will have one or more
item account IDs associated with it. Each item account ID corresponds to one real world
account, such as a Chase Sapphire credit card or a Chase United Visa credit card. An
itemID is typically an eight to ten digit unique number (Ex: 24414974) present in the
response of add Account API call against the key "itemID."

8.20 Mem Site Account ID (Provider Account ID)

In some cases, there will be more than one account on a site. Each user has a unique ID,
called the mem ID (member ID). This mem ID is associated with each mem site acct that
the user possess, which in turn is associated with mem item ID. Each mem item ID
(member item ID) corresponds to one content services ID, which corresponds to one
container. A mem item ID will have one or more item account IDs associated with it. Each
item account ID corresponds to one real world account, such as a Chase Sapphire credit
card or a Chase United Visa credit card. Mem Site Account ID, commonly referred as
memSiteAccld, is typically an eight to ten.

8.21 Status of a Service request
8.21.1 Tier 1 and/or Tier 2

8.21.1.1 Open

The service request has been escalated to Envestnet | Yodlee by the financial institution
and is in the process of being investigated by a Yodlee Client Services Representative.

8.21.1.2 Pending

Indicates that the issue reported via the service request has either been addressed and is
pending with the customer for resolution OR the Yodlee customer service representative
requires additional information from the customer OR the service request is being worked
on by a Yodlee customer service representative after receiving the necessary inputs from
the customer.
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8.21.1.3 Resolved

The service request has been addressed by the Yodlee customer service representative.

8.21.1.4 Closed

The service request that has been closed by the Tier 1 customer service representative.

8.21.1.5 Auto Closed

Applied to a service request that was in "resolved" and has been closed by the system
based on the customer's System Settings.

8.21.2 Tier 2 Only

8.21.2.1 New

A newly created service request. All service requests with new statuses are seen in the
unassigned queue.

8.21.2.2 Assigned

A service request has been assigned to a customer service representative but has yet to
be addressed.

8.21.2.3 Work in Progress

The customer service representative has assigned the service request to the respective
internal team to resolve the issue.

8.21.2.4 Reopened

A customer has reopened a service request because the issue resolution was
unsatisfactory.
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